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Plaintiff Kathryn Edwards, individually and on behalf of all others similarly situated 

(“Plaintiff”), brings this action against Defendant Rite Aid Corporation ( “Defendant”), seeking 

monetary damages, restitution, and/or injunctive relief for the proposed Class and Subclasses, as 

defined below. Plaintiff makes the following allegations upon information and belief, the 

investigation of counsel, and personal knowledge or facts that are a matter of public record. 

I. INTRODUCTION 

1. The release, disclosure, and publication of sensitive, private data can be 

devasting. Not only is it an intrusion of privacy and a loss of control, but it is a harbinger of 

identity theft: for victims of a data breach, the risk of identity theft more than quadruples.1 A data 

breach can have a grave consequences for victims for years after the actual date of the breach—

with the obtained information, thieves can wreak many forms of havoc: open new financial 

accounts, take out loans, obtain medical services, obtain government benefits, and/or obtain 

driver’s licenses in the victims’ names, forcing victims to maintain a constant vigilance over the 

potential misuse of their information. 

2. Philadelphia, Pennsylvania based Rite Aid markets itself as drug store chain that 

“drivers lower healthcare costs through better coordination, stronger engagement, and 

personalized services that help you achieve whole health for life.”2 Rite Aid represents: “We 

know trust isn’t something guaranteed – it’s something we have to earn every day. We act with 

integrity and deliver on our commitments.”3  

3. On or about July 15, 2024, Defendant admitted that it experienced a data breach 

on June 6, 2024, in a Data Breach Notification Submission to the Office of the Maine Attorney 

General.4 (the “Data Breach”). A copy of the Rite Aid Individual Notice Letter (the “Notice 

Letter”) was attached to the Data Breach Notification Submission and is reproduced below: 

 
1 Dave Maxfield & Bill Latham, Data Breaches: Perspectives from Both Sides of the Wall, S.C. Lawyer (May 

2014).  

2 https://www.riteaid.com/about-us/mission-statement (last visited on Jul. 24, 2024). 

3 Id.  

4 Office of the Maine AG: Consumer Protection: Privacy, Identity Theft and Data Security Breaches (last 

visited Jul. 24, 2024). 
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4. The Notice Letter states: “[o]n June 6, 2024, an unknown third party 

impersonated a company employee to compromise their business credentials and gain access to 

certain business systems.” (The “Data Breach”).  

5. What is extraordinarily troubling about the Data breach is that even though it 

knew how valuable customer information is, Rite Aid failed to adequately protect Plaintiff’s and 

Class Members’ PII. This PII was compromised due to Defendant’s negligent and/or careless 

acts and omissions and their utter failure to protect customers’ sensitive data. Hackers targeted 

and obtained Plaintiff’s and Class Members’ PII because of its value in exploiting and stealing 

the identities of Plaintiff and Class Members. The present and continuing risk to victims of the 

Data Breach will remain for their respective lifetimes.  

6. Rite Aid admits hackers accessed data on its systems, including “purchaser name, 

address, date of birth and driver’s license number or other form of government-issued ID 

presented at the time of purchase between June 6, 2017, and July 30, 2018.”5 

7. As a result of the Data Breach, through which their Personally Identifiable 

Information (“PII”) was compromised, disclosed, and obtained by unauthorized third parties, 

Plaintiff and Class Members have suffered concrete damages and are now exposed to a 

heightened and imminent risk of fraud and identity theft for a period of years, if not decades. 

Furthermore, Plaintiff and Class Members must now and in the future closely monitor their 

financial accounts to guard against identity theft, at their own expense. Consequently, Plaintiff 

and the other Class Members will incur ongoing out-of-pocket costs for, e.g., purchasing credit 

monitoring services, credit freezes, credit reports, or other protective measures to deter and 

detect identity theft. 

8. By this Complaint, Plaintiff seeks to remedy these harms on behalf of herself and 

all similarly situated individuals whose PII was accessed during the Data Breach. 

 
5 Id.  
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II. JURISDICTION, VENUE, AND CHOICE OF LAW 

9. This Court has subject matter jurisdiction over this action pursuant to 28 U.S.C. 

§ 1332(d)(2)(A), as modified by the Class Action Fairness Act of 2005 (“CAFA”), 28 U.S.C. 

§ 1711, et seq., because at least one member of the Class, as defined below, is a citizen of a 

different state than Defendant, there are more than 100 members of the Class, and the aggregate 

amount in controversy exceeds $5,000,000, exclusive of interest and costs. This Court also has 

diversity jurisdiction over this action pursuant to 28 U.S.C. § 1332(a). 

10. The Court has jurisdiction over Defendant Rite Aid Corporation. because Rite Aid 

Corporation maintains its principal place of business in this District, has sufficient minimum 

contacts with this District, and has purposefully availed itself of the privilege of doing business 

in this District such that it could reasonably foresee litigation being brought in this District. 

11. Venue is proper under 28 U.S.C. § 1391(a) through (d) because Rite Aid’s 

principal place of business is in this District and a substantial part of the events or omissions 

giving rise to the claims occurred in, was directed to, and/or emanated from this District. 

III. PARTIES 

A. Plaintiff Kathryn Edwards 

12. Plaintiff Kathryn Edwards is a citizen of and is domiciled in the state of Ohio. 

13. Plaintiff is/was a customer at Rite Aid and used its pharmacy services from as 

early as 2016 through to the present. Ms. Edwards regularly visited the Rite Aid store in Mt. 

Vernon, Ohio, and did so during the time from June 6, 2017 through July 30, 2018. In addition to 

purchasing pharmaceuticals for herself and her dogs, Plaintiff also regularly purchased over-the-

counter healthcare products and other consumer goods. 

14. Plaintiff provided confidential and sensitive PII to Rite Aid, as requested and 

required by Rite Aid for the provision of its services. Rite Aid obtained and continues to 

maintain Plaintiff’s PII and has a legal duty and obligation to protect that PII from unauthorized 

access and disclosure. 

15. Plaintiff would not have entrusted her PII to Rite Aid had she known that Rite Aid 

failed to maintain adequate data security. 
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16. On or about July 20, 2024, Plaintiff received the following notification from Rite 

Aid that her information was compromised:  
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17. Plaintiff subsequently spent several hours taking action to mitigate the impact of 

the Data Breach, including researching the Data Breach, researching ways to protect herself from 

data breaches, and reviewing her financial accounts for fraud or suspicious activity. She now 

plans to spend several hours a month checking account statements for irregularities. 

18. As a result of the Data Breach, Plaintiff has suffered emotional distress from the 

release of her PII, which she expected Rite Aid to protect from disclosure, including anxiety, 

concern, and unease about unauthorized parties viewing and potentially using her PII. As a result 

of the Data Breach, Plaintiff anticipates spending considerable time and money to contain the 

impact of the Data Breach. 

B. Defendant 

19. Defendant Rite Aid Corporation is a Delaware corporation with its principal place 

of business in Philadelphia, Pennsylvania. It provides products and services for customer health.6 

20. In the course of its business, Rite Aid collects names, addresses, dates of birth, 

and driver’s license numbers or other forms of government-issued ID, and other information 

from its customers and prospective customers. 

IV. FACTUAL BACKGROUND 

A. Rite Aid Failed to Adequately Protect Customer Data, Resulting in the Data Breach 

21. On the Privacy Policy page of its website, Rite Aid states: “We maintain 

administrative, technical, and physical safeguards designed to protect personal information 

against accidental, unlawful, or unauthorized destruction, loss alteration, access, disclosure or 

use.”7 Rite Aid also claims that it “respects your concerns about privacy.”8 

22. Notwithstanding these promises, on June 6, 2024, Rite Aid experienced a data 

breach affecting 2.2 million people.9 

 
6 https://www.riteaid.com/about-us (last visited Jul. 24, 2024). 

7 Online Privacy & Security Policy – Rite Aid (last visited Jul. 19, 2024). 

8 Id.  

9 Office of the Maine AG: Consumer Protection: Privacy, Identity Theft and Data Security Breaches (last 

visited Jul. 19, 2024). 
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23. Rite Aid claims to have discovered the data breach on June 20, 2024.10  

24. Rite Aid admitted its systems had been breached by hacking through a notice with 

the Office of the Main Attorney General on July 15, 2024.  

25. Rite Aid was familiar with its obligations—created by contract, industry 

standards, common law, and representations to its customers—to protect customer information. 

Plaintiff and Class Members provided their Private Information to Rite Aid with the reasonable 

expectation that Rite Aid would comply with its obligations to keep such information 

confidential and secure. 

26. Rite Aid failed to comply with these obligations, resulting in the Data Breach. 

Plaintiff and Class Members now face years of constant surveillance of their financial and 

personal records. 

B. The Data Breach Puts Consumers at Increased Risk of Fraud and Identity Theft 

27. An identity thief uses victims’ PII, such as name, address, and other sensitive and 

confidential information, without permission, to commit fraud or other crimes that range from 

immigration fraud, obtaining a driver’s license or identification card, obtaining government 

benefits, and filing fraudulent tax returns to obtain tax refunds. 

28. Identity thieves can use a victim’s PII to open new financial accounts, incur 

charges in the victim’s name, take out loans in the victim’s name, and incur charges on existing 

accounts of the victim. Plaintiff’s finances are now at risk due to the Data Breach. 

29. Identity theft is the most common consequence of a data breach—it occurs to 

65% of data breach victims.11 Consumers lost more than $56 billion to identity theft and fraud in 

2020, and over 75% of identity theft victims reported emotional distress.12 

30. Plaintiff and members of the Class are now in the position of having to take steps 

to mitigate the damages caused by the Data Breach. Once use of compromised non-financial PII 

 
10 Id.  

11 Eugene Bekker, What Are Your Odds of Getting Your Identity Stolen?, IDENTITYFORCE (Apr. 15, 2021), 

https://www.identityforce.com/blog/identity-theft-odds-identity-theft-statistics (last visited Feb. 1, 2023).  

12 Id. 
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is detected, the emotional and economic consequences to the victims are significant. Studies 

done by the ID Theft Resource Center, a non-profit organization, found that victims of identity 

theft had marked increased fear for personal financial security. The report attributes this to more 

people having been victims before, contributing to greater awareness and understanding that they 

may suffer long term consequences from this type of crime.13 

31. Rite Aid failed to protect and safeguard Plaintiff’s and Class Members’ private 

information, in fact failing to adhere to even its most basic obligations. As a result, Plaintiff and 

Class Members have suffered or will suffer actual injury, including loss of privacy, costs, and 

loss of time. 

V. CLASS ACTION ALLEGATIONS 

32. Plaintiff brings this action as a class action under Rule 23 of the Federal Rules of 

Civil Procedure, on behalf of a proposed nationwide class (the “Class”), defined as: 

All natural persons in the United States whose Personally 
Identifiable Information was compromised as a result of the Data 
Breach. 

33. In addition, the State Subclasses are defined as follows: 

Ohio Subclass: All natural persons in the State of Ohio whose 
Personally Identifiable Information was compromised as a result of 
the Data Breach.  

34. Numerosity and Ascertainability: Plaintiff does not know the exact size of the 

Class or identity of the Class Members, since such information is in the exclusive control of 

Defendant. Nevertheless, the Class encompasses at least 2.2 million individuals dispersed 

throughout the United States. The number of Class Members is so numerous that joinder of all 

Class Members is impracticable. The names, addresses, and phone numbers of Class Members 

are identifiable through documents maintained by Defendant. 

35. Commonality and Predominance: This action involves common questions of 

law and fact which predominate over any question solely affecting individual Class Members. 

These common questions include: 

 
13 Identity Theft: The Aftermath 2013, Identity Theft Resource Center, https://idtheftinfo.org/latest-news/72 

(last visited Feb. 1, 2023). 
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a) whether Defendant engaged in the conduct alleged herein; 

b) whether Defendant had a legal duty to use reasonable security measures to 
protect Plaintiff’s and Class Members’ PII; 

c) whether Defendant timely, accurately, and adequately informed Plaintiff 
and Class Members that their PII had been compromised; 

d) whether Defendant breached their legal duty by failing to protect the PII of 
Plaintiff and Class Members; 

e) whether Defendant acted reasonably in securing the PII of Plaintiff and 
Class Members; 

f) whether Plaintiff and Class Members are entitled to injunctive relief; and 

g) and whether Plaintiff and Class Members are entitled to damages and 
equitable relief. 

36. Typicality: Plaintiff’s claims are typical of the other Class Members’ claims 

because all Class Members were comparably injured through Defendant’s substantially uniform 

misconduct, as described above. Plaintiff is advancing the same claims and legal theories on 

behalf of herself and all other members of the Class that she represents, and there are no defenses 

that are unique to Plaintiff. The claims of Plaintiff and Class Members arise from the same 

operative facts and are based on the same legal theories. 

37. Adequacy: Plaintiff is an adequate Class representative because her interests do 

not conflict with the interests of the other members of the Class they seek to represent; Plaintiff 

has retained counsel competent and experienced in complex class action litigation; and Plaintiff 

intends to prosecute this action vigorously. The Class’s interest will be fairly and adequately 

protected by Plaintiff and her counsel. 

38. Superiority: A class action is superior to any other available means for the fair 

and efficient adjudication of this controversy, and no unusual difficulties are likely to be 

encountered in the management of this class action. The damages and other detriment suffered 

by Plaintiff and other Class Members are relatively small compared to the burden and expense 

that would be required to individually litigate their claims against Defendant, so it would be 

virtually impossible for the Class Members to individually seek redress for Defendant’s wrongful 

conduct. Even if Class Members could afford individual litigation, the court system could not: 
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individualized litigation creates a potential for inconsistent or contradictory judgments, increases 

the delay and expense to the parties, and increases the expense and burden to the court system. 

By contrast, the class action device presents far fewer management difficulties and provides the 

benefits of single adjudication, economy of scale, and comprehensive supervision by this Court. 

VI. CAUSES OF ACTION 

A. Claims Brought on Behalf of the Nationwide Class 

 

NEGLIGENCE 

39. Plaintiff incorporates all foregoing factual allegations as if fully set forth herein. 

40. Rite Aid owed a duty to Plaintiff and Class Members, arising from the sensitivity 

of the information, the expectation the information was going to be kept private, and the 

foreseeability of its data safety shortcomings resulting in an intrusion, to exercise reasonable care 

in safeguarding their sensitive personal information. This duty included, among other things, 

designing, implementing, maintaining, monitoring, and testing Rite Aid’s networks, systems, 

protocols, policies, procedures and practices to ensure that Plaintiff’s and Class Members’ 

information was adequately secured from unauthorized access. 

41. Rite Aid’s Privacy Policy acknowledged Rite Aid’s duty to adequately protect 

Plaintiff’s and Class Members’ PII. 

42. Rite Aid owed a duty to Plaintiff and Class Members to implement 

administrative, physical and technical safeguards, such as intrusion detection processes that 

detect data breaches in a timely manner, to protect and secure Plaintiff’s and Class Members’ 

PII. 

43. Rite Aid also had a duty to only maintain PII that was needed to serve customer 

needs. 

44. Rite Aid owed a duty to disclose the material fact that its data security practices 

were inadequate to safeguard Plaintiff’s and Class Members’ PII. 
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45. Rite Aid also had independent duties under Plaintiff’s and Class Members’ state 

laws that required Rite Aid to reasonably safeguard Plaintiff’s and Class Members’ PII, and 

promptly notify them about the Data Breach. 

46. Rite Aid had a special relationship with Plaintiff and Class Members as a result of 

being entrusted with their PII, which provided an independent duty of care. Plaintiff’s and Class 

Members’ willingness to entrust Rite Aid with their PII was predicated on the understanding that 

Rite Aid would take adequate security precautions. Moreover, Rite Aid was capable of 

protecting its networks and systems, and the PII it stored on them, from unauthorized access. 

47. Rite Aid breached its duties by, among other things: (a) failing to implement and 

maintain adequate data security practices to safeguard Plaintiff’s and Class Members’ PII, 

including administrative, physical, and technical safeguards; (b) failing to detect the Data Breach 

in a timely manner; and (c) failing to disclose that its data security practices were inadequate to 

safeguard Plaintiff’s and Class Members’ PII. 

48. But for Rite Aid’s breach of its duties, including its duty to use reasonable care to 

protect and secure Plaintiff’s and Class Members’ PII, Plaintiff’s and Class Members’ PII would 

not have been accessed by unauthorized parties. 

49. Plaintiff and Class Members were foreseeable victims of Rite Aid’s inadequate 

data security practices. Rite Aid knew or should have known that a breach of its data security 

systems would cause damage to Plaintiff and Class Members. 

50. It was reasonably foreseeable that the failure to reasonably protect and secure 

Plaintiff’s and Class Members’ PII would result in unauthorized access to Rite Aid’s networks, 

databases, and computers that stored or contained Plaintiff’s and Class Members’ PII. 

51. As a result of Rite Aid’s negligent failure to prevent the Data Breach, Plaintiff 

and Class Members suffered injury, which includes, but is not limited to, exposure to a 

heightened and imminent risk of fraud, identity theft, and financial harm. Plaintiff and Class 

Members must monitor their financial accounts and credit histories more closely and frequently 

to guard against identity theft. Plaintiff and Class Members have also incurred, and will continue 

to incur on an indefinite basis, out-of-pocket costs for obtaining credit reports, credit freezes, 
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credit monitoring services, and other protective measures to deter and detect identity theft. The 

unauthorized acquisition of Plaintiff’s and Class Members’ PII has also diminished the value of 

the PII. 

52. The harm to Plaintiff and Class Members was a proximate, reasonably foreseeable 

result of Rite Aid’s breaches of its aforementioned duties. 

53. Therefore, Plaintiff and Class Members are entitled to damages in an amount to 

be proven at trial. 

  

NEGLIGENCE PER SE 

54. Plaintiff incorporates all foregoing factual allegations as if fully set forth herein. 

55. Under the Federal Trade Commission Act (“FTCA”), 15 U.S.C. § 45, Rite Aid 

had a duty to provide fair and adequate computer systems and data security practices to 

safeguard Plaintiff’s and Class Members’ PII. 

56. In addition, under state data security statutes, Rite Aid had a duty to implement 

and maintain reasonable security procedures and practices to safeguard Plaintiff’s and Class 

Members’ PII. 

57. Rite Aid breached its duties to Plaintiff and Class Members, under the Federal 

Trade Commission Act, 15 U.S.C. § 45, (“FTCA”) and the state data security statutes, by failing 

to provide fair, reasonable, or adequate computer systems and data security practices to 

safeguard Plaintiff’s and Class Members’ PII. 

58. Plaintiff and Class Members were foreseeable victims of Rite Aid’s violations of 

the FTCA and state data security statutes. Rite Aid knew or should have known that its failure to 

implement reasonable measures to protect and secure Plaintiff’s and Class Members’ PII would 

cause damage to Plaintiff and Class Members. 

59. Rite Aid’s failure to comply with the applicable laws and regulations constitutes 

negligence per se. 

60. But for Rite Aid’s violation of the applicable laws and regulations, Plaintiff’s and 

Class Members’ PII would not have been accessed by unauthorized parties. 
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61. As a result of Rite Aid’s failure to comply with applicable laws and regulations, 

Plaintiff and Class Members suffered injury, which includes but is not limited to the exposure to 

a heightened and imminent risk of fraud, identity theft, financial and other harm. Plaintiff and 

Class Members must monitor their financial accounts and credit histories more closely and 

frequently to guard against identity theft. Plaintiff and Class Members also have incurred, and 

will continue to incur on an indefinite basis, out-of-pocket costs for obtaining credit reports, 

credit freezes, credit monitoring services, and other protective measures to deter or detect 

identity theft. The unauthorized acquisition of Plaintiff’s and Class Members’ PII has also 

diminished the value of the PII. 

62. The harm to Plaintiff and the Class Members was a proximate, reasonably 

foreseeable result of Rite Aid’s breaches of the applicable laws and regulations. 

63. Therefore, Plaintiff and Class Members are entitled to damages in an amount to 

be proven at trial. 

  

GROSS NEGLIGENCE 

64. Plaintiff incorporates all foregoing factual allegations as if fully set forth herein. 

65. Plaintiff and Class Members entrusted Rite Aid with highly sensitive and 

inherently personal private data subject to confidentiality laws. 

66. In requiring, obtaining and storing Plaintiff’s and Class Members’ PII, Rite Aid 

owed a duty of reasonable care in safeguarding the PII. 

67. Rite Aid’s networks, systems, protocols, policies, procedures and practices, as 

described above, were not adequately designed, implemented, maintained, monitored and tested 

to ensure that Plaintiff’s and Class Members’ PII were secured from unauthorized access. 

68. Rite Aid’s networks, systems, protocols, policies, procedures and practices, as 

described above, were not reasonable given the sensitivity of the Plaintiff’s and Class Members’ 

private data and the known vulnerabilities of Rite Aid’s systems. 

69. Rite Aid did not comply with state and federal laws and rules concerning the use 

and safekeeping of this private data. 
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70. Upon learning of the Data Breach, Rite Aid should have immediately disclosed 

the Data Breach to Plaintiff and Class Members, credit reporting agencies, the Internal Revenue 

Service, financial institutions and all other third parties with a right to know and the ability to 

mitigate harm to Plaintiff and Class Members as a result of the Data Breach. 

71. Despite knowing its networks, systems, protocols, policies, procedures and 

practices, as described above, were not adequately designed, implemented, maintained, 

monitored and tested to ensure that Plaintiff’s and Class Members’ PII were secured from 

unauthorized access, Rite Aid ignored the inadequacies and was oblivious to the risk of 

unauthorized access it had created. 

72. Rite Aid’s behavior establishes facts evidencing a reckless disregard for 

Plaintiff’s and Class Members’ rights. 

73. Rite Aid, therefore, was grossly negligent. 

74. Rite Aid’s negligence also constitutes negligence per se. 

75. The negligence is directly linked to injuries. 

76. As a result of Rite Aid’s reckless disregard for Plaintiff’s and Class Members’ 

rights by failing to secure their PII, despite knowing its networks, systems, protocols, policies, 

procedures and practices were not adequately designed, implemented, maintained, monitored and 

tested, Plaintiff and Class Members suffered injury, which includes but is not limited to the 

exposure to a heightened, imminent risk of fraud, identity theft, financial and other harm. 

Plaintiff and Class Members must monitor their financial accounts and credit histories more 

closely and frequently to guard against identity theft. Plaintiff and Class Members also have 

incurred, and will continue to incur on an indefinite basis, out-of-pocket costs for obtaining 

credit reports, credit freezes, credit monitoring services, and other protective measures to deter or 

detect identity theft. The unauthorized acquisition of Plaintiff’s and Class Members’ PII has also 

diminished the value of the PII. 

77. The harm to Plaintiff and the Class Members was a proximate, reasonably 

foreseeable result of Rite Aid’s breaches of the applicable laws and regulations. 
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78. Therefore, Plaintiff and Class Members are entitled to damages in an amount to 

be proven at trial. 

  

BREACH OF EXPRESS CONTRACTS 

79. Plaintiff realleges and incorporates by reference the allegations contained in each 

of the preceding paragraphs as if fully set forth herein. 

80. Plaintiff and members of the Class, additionally and alternatively, allege that they 

entered into valid and enforceable express contracts with Rite Aid. 

81. Under these express contracts, Rite Aid promised and was obligated to: 

(a) provide services to Plaintiff and Class Members; and (b) protect Plaintiff and the Class 

Members’ PII. In exchange, Plaintiff and members of the Class agreed to pay money for these 

services. 

82. Both the provision of services, as well as the protection of Plaintiff’s and Class 

Members’ PII, were material aspects of these contracts. 

83. Rite Aid’s express representations, including, but not limited to, express 

representations found in Rite Aid’s Privacy Policy, formed an express contract requiring Rite 

Aid to implement data security adequate to safeguard and protect the privacy of Plaintiff’s and 

Class Members’ PII. 

84. Alternatively, the express contracts included implied terms requiring Rite Aid to 

implement data security adequate to safeguard and protect the confidentiality of Plaintiff’s and 

Class Members’ PII, including in accordance with federal, state and local laws, and industry 

standards. 

85. Consumers value their privacy, the privacy of their dependents, and the ability to 

keep their PII associated with obtaining services private. To customers such as Plaintiff and 

Class Members, services that do not adhere to industry-standard data security protocols to protect 

PII are fundamentally less useful and less valuable than services that adhere to industry-standard 

data security. Plaintiff and Class Members would not have entered into these contracts with Rite 

Aid without an understanding that their PII would be safeguarded and protected. 
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86. A meeting of the minds occurred, as Plaintiff and members of the Class provided 

their PII to Rite Aid and paid for the provided services in exchange for, amongst other things, 

protection of their PII. 

87. Rite Aid materially breached the terms of these express contracts, including, but 

not limited to, the terms stated in the relevant Privacy Policy. Specifically, Rite Aid did not 

comply with federal, state and local laws, or industry standards, or otherwise protect Plaintiff’s 

and the Class Members’ PII, as set forth above. Further, on information and belief, Rite Aid has 

not yet provided Data Breach notifications to some affected Class Members who may already be 

victims of identity fraud or theft or are at imminent risk of becoming victims of identity theft or 

fraud associated with PII that they provided to Rite Aid. These Class Members are as yet 

unaware of the potential source for the compromise of their PII. 

88. The Data Breach was a reasonably foreseeable consequence of Rite Aid’s actions 

in breach of these contracts. 

89. As a result of Rite Aid’s failure to fulfill the data security protections promised in 

these contracts, Plaintiff and members of the Class did not receive the full benefit of the bargain, 

and instead received services that were of a diminished value to that described in the contracts. 

Plaintiff and Class Members, therefore, were damaged in an amount at least equal to the 

difference in the value of the secure services they paid for and the services they received. 

90. Had Rite Aid disclosed that its security was inadequate or that it did not adhere to 

industry-standard security measures, neither Plaintiff, nor Class Members, nor any reasonable 

person would have purchased services from Rite Aid. 

91. As a result of Rite Aid’s breach, Plaintiff and Class Members suffered actual 

damages resulting from the theft of their PII, as well as the loss of control of their PII, and 

remain in imminent risk of suffering additional damages in the future. 

92. As a result of Rite Aid’s breach, Plaintiff and the Class Members have suffered 

actual damages resulting from their attempt to mitigate the effects of the breach of contract and 

subsequent Data Breach, including but not limited to, taking steps to protect themselves from the 

loss of their PII. 
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93. Accordingly, Plaintiff and the other members of the Class have been injured as a 

result of Rite Aid’s breach of contracts and are entitled to damages and/or restitution in an 

amount to be determined at trial. 

  

BREACH OF IMPLIED CONTRACTS 

94. Plaintiff incorporates all foregoing factual allegations as if fully set forth herein. 

95. Plaintiff and Class Members were required to provide their PII to obtain services 

from Rite Aid. Plaintiff and Class Members entrusted their PII to Rite Aid in order to obtain 

services from them. 

96. By providing their PII, and upon Rite Aid’s acceptance of such information, 

Plaintiff and Class Members on one hand, and Rite Aid on the other hand, entered into implied 

contracts for the provision of adequate data security, separate and apart from any express 

contracts concerning the services provided, whereby Rite Aid was obligated to take reasonable 

steps to secure and safeguard that information. 

97. Rite Aid had an implied duty of good faith to ensure that the PII of Plaintiff and 

Class Members in its possession was only used in accordance with their contractual obligations. 

98. Rite Aid was therefore required to act fairly, reasonably, and in good faith in 

carrying out its contractual obligations to protect the confidentiality of Plaintiff’s and Class 

Members’ PII and to comply with industry standards and state laws and regulations for the 

security of this information, and Rite Aid expressly assented to these terms in its Privacy Policy 

as alleged above. 

99. Under these implied contracts for data security, Rite Aid was further obligated to 

provide Plaintiff and all Class Members, with prompt and sufficient notice of any and all 

unauthorized access and/or theft of their PII. 

100. Plaintiff and Class Members performed all conditions, covenants, obligations, and 

promises owed to Rite Aid, including paying for the services provided by Rite Aid and/or 

providing the PII required by Rite Aid. 
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101. Rite Aid breached the implied contracts by failing to take adequate measures to 

protect the confidentiality of Plaintiff’s and Class Members’ PII, resulting in the Data Breach. 

Rite Aid unreasonably interfered with the contract benefits owed to Plaintiff and Class Members. 

102. Further, on information and belief, Rite Aid has not yet provided Data Breach 

notifications to some affected Class Members who may already be victims of identity fraud or 

theft, or are at imminent risk of becoming victims of identity theft or fraud, associated with the 

PII that they provided to Rite Aid. These Class Members are unaware of the potential source for 

the compromise of their PII. 

103. The Data Breach was a reasonably foreseeable consequence of Rite Aid’s actions 

in breach of these contracts. 

104. As a result of Rite Aid’s conduct, Plaintiff and Class Members did not receive the 

full benefit of the bargain, and instead received services that were of a diminished value as 

compared to the secure services they paid for. Plaintiff and Class Members, therefore, were 

damaged in an amount at least equal to the difference in the value of the secure services they 

paid for and the services they received. 

105. Neither Plaintiff, nor Class Members, nor any reasonable person would have 

provided their PII to Rite Aid had Rite Aid disclosed that its security was inadequate or that it 

did not adhere to industry-standard security measures. 

106. As a result of Rite Aid’s breach, Plaintiff and Class Members have suffered actual 

damages resulting from theft of their PII, as well as the loss of control of their PII, and remain in 

imminent risk of suffering additional damages in the future. 

107. As a result of Rite Aid’s breach, Plaintiff and the Class Members have suffered 

actual damages resulting from their attempt to mitigate the effect of the breach of implied 

contract and subsequent Data Breach, including, but not limited to, taking steps to protect 

themselves from the loss of their PII. As a result, Plaintiff and the Class Members have suffered 

actual identity theft and the ability to control their PII. 
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108. Accordingly, Plaintiff and Class Members have been injured as a result of Rite 

Aid’s breach of implied contracts and are entitled to damages and/or restitution in an amount to 

be proven at trial. 

  

BREACH OF IMPLIED DUTY OF  

GOOD FAITH AND FAIR DEALING 

109. Plaintiff realleges and incorporates by reference the allegations contained in each 

of the preceding paragraphs as if fully set forth herein. 

110. Plaintiff and Class Members entered into and/or were the beneficiaries of 

contracts with Defendant, as alleged above. 

111. These contracts were subject to implied covenants of good faith and fair dealing 

that all parties would act in good faith and with reasonable efforts to perform their contractual 

obligations—both explicit and fairly implied—and would not impair the rights of the other 

parties to receive their rights, benefits, and reasonable expectations under the contracts. These 

included the covenants that Defendant would act fairly, reasonably, and in good faith in carrying 

out their contractual obligations to protect the confidentiality of Plaintiff’s and Class Members’ 

PII and to comply with industry standards and federal and state laws and regulations for the 

security of this information. 

112. Special relationships exist between Defendant and Plaintiff and Class Members. 

Defendant entered into special relationships with Plaintiff and Class Members, who entrusted 

their confidential PII to Defendant and paid for services with Defendant. 

113. Defendant promised and was obligated to protect the confidentiality of Plaintiff’s 

and Class Members’ PII from disclosure to unauthorized third parties. Defendant breached the 

covenant of good faith and fair dealing by failing to take adequate measures to protect the 

confidentiality of Plaintiff’s and Class Members’ PII, which resulted in the Data Breach. 

Defendant unreasonably interfered with the contract benefits owed to Plaintiff and Class 

Members by failing to implement reasonable and adequate security measures consistent with 
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industry standards to protect and limit access to the PII of Plaintiff and the Class in Defendant’s 

possession. 

114. Plaintiff and Class Members performed all conditions, covenants, obligations, and 

promises owed to Defendant, including paying Defendant for services and providing it the 

confidential PII required by the contracts. 

115. As a result of Defendant’s breach of the implied covenant of good faith and fair 

dealing, Plaintiff and Class Members did not receive the full benefit of their bargain—services 

with reasonable data privacy—and instead received services that were less valuable than what 

they paid for and less valuable than their reasonable expectations under the contracts. Plaintiff 

and Class Members have suffered actual damages in an amount equal to the difference in the 

value between services with reasonable data privacy that Plaintiff and Class Members paid for, 

and the services they received without reasonable data privacy. 

116. As a result of Defendant’s breach of the implied covenant of good faith and fair 

dealing, Plaintiff and Class Members have suffered actual damages resulting from the theft of 

their PII and remain at imminent risk of suffering additional damages in the future. 

117. As a result of Defendant’s breach of the implied covenant of good faith and fair 

dealing, Plaintiff and Class Members have suffered actual damages resulting from their attempt 

to ameliorate the effect of the Data Breach, including, but not limited to, taking steps to protect 

themselves from the loss of their PII. 

118. As a direct and proximate cause of Defendant’s conduct, Plaintiff and Class 

Members suffered injury in fact and are therefore entitled to relief, including restitution, 

declaratory relief, and a permanent injunction enjoining Defendant from its conduct. Plaintiff 

also seeks reasonable attorneys’ fees and costs under applicable law. 

  

UNJUST ENRICHMENT 

(ALTERNATIVE TO BREACH OF CONTRACT CLAIM) 

119. Plaintiff realleges and incorporates by reference the allegations contained in each 

of the preceding paragraphs as if fully set forth herein. 
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120. Plaintiff and Class Members conferred a monetary benefit on Defendant in the 

form of monetary payments—directly or indirectly—for services received. 

121. Defendant collected, maintained, and stored the PII of Plaintiff and Class 

Members and, as such, Defendant had knowledge of the monetary benefits conferred by Plaintiff 

and Class Members. 

122. The money that Plaintiff and Class Members paid to Defendant should have been 

used to pay, at least in part, for the administrative costs and implementation of data management 

and security. Defendant failed to implement—or adequately implement—practices, procedures, 

and programs to secure sensitive PII, as evidenced by the Data Breach. 

123. As a result of Defendant’s failure to implement security practices, procedures, and 

programs to secure sensitive PII, Plaintiff and Class Members suffered actual damages in an 

amount equal to the difference in the value between services with reasonable data privacy that 

Plaintiff and Class Members paid for, and the services they received without reasonable data 

privacy. 

124. Under principles of equity and good conscience, Defendant should not be 

permitted to retain money belonging to Plaintiff and Class Members because Defendant failed to 

implement the data management and security measures that are mandated by industry standards 

and that Plaintiff and Class Members paid for. 

125. Defendant should be compelled to disgorge into a common fund for the benefit of 

Plaintiff and the Class all unlawful or inequitable proceeds received by Defendant. A 

constructive trust should be imposed upon all unlawful and inequitable sums received by 

Defendant traceable to Plaintiff and the Class. 

  

DECLARATORY JUDGMENT 

126. Plaintiff realleges and incorporates by reference the allegations contained in each 

of the preceding paragraphs as if fully set forth herein. 
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127. Plaintiff and the Class have stated claims against Defendant based on negligence, 

negligence per se, gross negligence and negligent misrepresentation, and violations of various 

state and federal statutes. 

128. Defendant failed to fulfill its obligations to provide adequate and reasonable 

security measures for the PII of Plaintiff and the Class, as evidenced by the Data Breach. 

129. As a result of the Data Breach, Defendant’s system is more vulnerable to 

unauthorized access and requires more stringent measures to be taken to safeguard the PII of 

Plaintiff and the Class going forward. 

130. An actual controversy has arisen in the wake of the Data Breach regarding 

Defendant’s current obligations to provide reasonable data security measures to protect the PII of 

Plaintiff and the Class. Defendant maintains that its security measures were—and still are— 

reasonably adequate and denies that it previously had or have any obligation to implement better 

safeguards to protect the PII of Plaintiff and the Class. 

131. Plaintiff seeks a declaration that Defendant must implement specific additional, 

prudent industry security practices to provide reasonable protection and security to the PII of 

Plaintiff and the Class. Specifically, Plaintiff and the Class seek a declaration that Defendant’s 

existing security measures do not comply with their obligations, and that Defendant must 

implement and maintain reasonable security measures on behalf of Plaintiff and the Class to 

comply with their data security obligations. 

B. Claims Brought on Behalf of the Ohio Subclass 

  

OHIO CONSUMER SALES PRACTICES ACT 

ORC §§ 1345, et seq. 

133. Plaintiff Edwards, individually and on behalf of the Ohio Subclass incorporates 

all foregoing factual allegations as if fully set forth herein. This claim is brought individually and 

behalf of the Ohio Subclass under the laws of Ohio. 

134. Plaintiff Edwards and Ohio Subclass members are “consumers” as defined by 

ORC § 1345.01(D). 
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135. Rite Aid advertised offered, or sold goods or services in Ohio and engaged in 

trade or commerce directly or indirectly affecting the people of Ohio. 

136. Rite Aid engaged in unfair and deceptive acts and practices in the conduct of a 

consumer transaction, in violation of ORC § 1345.02 and unconscionable consumer sales acts 

and practices in violation of ORC § 1345.03 including: 

a) Failing to implement and maintain reasonable security and privacy measures to 

protect Plaintiff’s and Ohio Subclass Members’ PII, which was a direct and proximate cause of 

the Data Breach; 

b) Failing to identify and remediate foreseeable security and privacy risks and 

adequately improve security and privacy measures despite knowing the risk of cybersecurity 

incidents, which was a direct and proximate cause of the Data Breach; 

c) Failing to comply with common law and statutory duties pertaining to the security 

and privacy of Plaintiff’s and Ohio Subclass Members’ PII, including duties imposed by the FTC 

Act, 15 U.S.C. § 45, which was a direct and proximate cause of the Data Breach; 

d) Failing to comply with Ohio’s Data Security Act, ORC § 1354,  which provides 

an affirmative defense to any cause of action in tort brought under Ohio law for failure to 

implement reasonable information security controls resulting in a data breach involving personal 

or restricted information. ORC § 1354.02(D)(2). 

e) Misrepresenting that it would protect the privacy and confidentiality of Plaintiff’s 

and Ohio Subclass Members’ PII, including by implementing and maintain reasonable security 

measures; 

f) Misrepresenting that it would comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff’s and Ohio Subclass Members’ PII, including 

duties imposed by the FTC Act, 15 U.S.C. § 45. 

g) Omitting, suppressing, and concealing the material fact that it did not reasonably 

or adequately secure Plaintiff’s and Ohio Subclass Members’ PII; and 

h) Omitting, suppressing, and concealing the material fact that it did not comply with 

common law and statutory duties pertaining to the security and privacy of Plaintiff’s and Ohio 
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Subclass Members’ PII, including duties imposed by the FTC Act, 15 U.S.C. § 45. 

137. Rite Aid’s representations and omissions were material because they were likely 

to deceive reasonable consumers about the adequacy of Rite Aid’s data security and ability to 

protect the confidentiality of consumers’ PII. 

138. Had Rite Aid disclosed to Plaintiff and Ohio Subclass Members that its data 

systems were not secure and thus vulnerable to attack, Rite Aid would have been forced to adopt 

reasonable data security measures and comply with the law. Rite Aid was trusted with sensitive 

and valuable PII regarding millions of consumers, including Plaintiff and the Ohio Subclass. Rite 

Aid accepted the responsibility of protecting the data, while keeping the inadequate state of its 

security controls secret from the public. Accordingly, Plaintiff and the Ohio Subclass Members 

acted reasonably in relying on Rite Aid’s misrepresentations and omissions, the truth of which 

they could not have discovered. 

139. As a direct and proximate result of Rite Aid’s unconscionable, unfair, and 

deceptive acts and practices, Plaintiff and Ohio Subclass Members have suffered and will 

continue to suffer injury, ascertainable losses of money or property, and monetary and non- 

monetary damages, as described herein, including but not limited to one or more of the 

following: ongoing, imminent, certainly impending threat of identity theft crimes, fraud, and 

other misuse, resulting in monetary loss and economic harm; actual identity theft crimes, fraud, 

and other misuse, resulting in monetary loss and economic harm; loss of the value of their 

privacy and the confidentiality of the stolen PII; (iv) illegal sale of the compromised PII on the 

black market; mitigation expenses and time spent on credit monitoring, identity theft insurance, 

and credit freezes and unfreezes; time spent in response to the Data Breach reviewing bank 

statements, credit card statements, and credit reports, among other related activities; expenses 

and time spent initiating fraud alerts; decreased credit scores and ratings; lost work time; lost 

value of PII; lost value of access to PII permitted by Rite Aid; the amount of the actuarial present 

value of ongoing high-quality identity defense and credit monitoring services made necessary as 

mitigation measures because of Rite Aid’s Data Breach; lost benefits of bargains as well as 

overcharges for services or products; nominal and general damages; and other economic and 
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non-economic harm.  

140. Plaintiff and Ohio Subclass Members seek all monetary and non-monetary relief 

allowed by law, including actual damages under ORC § 1345.09(A); declaratory and injunctive 

relief under ORC § 1345.09(D); reasonable attorneys’ fees and costs, under ORC § 1345.09(F); 

and any other relief that is just and proper. 

VII. PRAYER FOR RELIEF 

Plaintiff, on behalf of herself and on behalf of the proposed Class and Subclasses, request 

that the Court: 

a. Certify this case as a class action, appoint Plaintiff as class representative, and 

appoint Plaintiff’s Counsel as Class Counsel for Plaintiff to represent the Class; 

b. Find that Rite Aid breached its duty to safeguard and protect the PII of Plaintiff 

and Class Members that was compromised in the Data Breach; 

c. Award Plaintiff and Class Members appropriate relief, including actual and 

statutory damages, restitution and disgorgement; 

d. Award equitable, injunctive and declaratory relief as may be appropriate; 

e. Award all costs, including experts’ fees and attorneys’ fees, and the costs of 

prosecuting this action; 

f. Award pre-judgment and post-judgment interest as prescribed by law; and 

g. Grant additional legal or equitable relief as this Court may find just and proper. 

VIII. DEMAND FOR JURY TRIAL 

Plaintiff hereby demands a trial by jury on all issues so triable. 

 
 Dated August 1, 2024    Respectfully submitted, 

By: /s/ Jonathan M. Jagher 

Jonathan M. Jagher 

FREED KANNER LONDON & MILLEN LLC 

923 Fayette Street 

Conshohocken, PA 19428 

(610) 234-6486 

jjagher@fklmlaw.com 
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COTCHETT PITRE & MCCARTHY LLP  

 

Thomas E. Loeser (Pro hac vice to be filed)  

Karin B. Swope 

Ellen J Wen 

999 N. Northlake Way, Suite 215  

Seattle, WA 98103  

Tel: (206) 802-1272  

Fax: (650) 697-0577  

tloeser@cpmlegal.com.com 

kswope@cpmlegal.com 

ewen@cpmlegal.com 

 

Attorneys for Plaintiff and the proposed Class 

 

Case 2:24-cv-03691   Document 1   Filed 08/01/24   Page 29 of 29

mailto:tloeser@cpmlegal.com.com
mailto:kswope@cpmlegal.com
mailto:ewen@cpmlegal.com


JS 44   (Rev. 03/24) CIVIL COVER SHEET
The JS 44 civil cover sheet and the information contained herein neither replace nor supplement the filing and service of pleadings or other papers as required by law, except as 
provided by local rules of court.  This form, approved by the Judicial Conference of the United States in September 1974, is required for the use of the Clerk of Court for the 
purpose of initiating the civil docket sheet.    (SEE INSTRUCTIONS ON NEXT PAGE OF THIS FORM.)

I. (a) PLAINTIFFS DEFENDANTS

(b) County of Residence of First Listed Plaintiff County of Residence of First Listed Defendant
(EXCEPT IN U.S. PLAINTIFF CASES) (IN U.S. PLAINTIFF CASES ONLY)

NOTE: IN LAND CONDEMNATION CASES, USE THE LOCATION OF 
THE TRACT OF LAND INVOLVED.

(c) Attorneys (Firm Name, Address, and Telephone Number) Attorneys (If Known)

II. BASIS OF JURISDICTION (Place an “X” in One Box Only) III. CITIZENSHIP OF PRINCIPAL PARTIES (Place an “X” in One Box for Plaintiff
and One Box for Defendant) (For Diversity Cases Only)

1 U.S. Government 3 Federal Question PTF DEF PTF DEF
Plaintiff (U.S. Government Not a Party) Citizen of This State 1 1 Incorporated or Principal Place 4 4

of Business In This State

2 U.S. Government 4 Diversity Citizen of Another State 2 2 Incorporated and Principal Place 5 5
Defendant (Indicate Citizenship of Parties in Item III) of Business In Another State

Citizen or Subject of a 3 3 Foreign Nation 6 6
Foreign Country

IV. NATURE OF SUIT (Place an “X” in One Box Only) Click here for: Nature of Suit Code Descriptions.
CONTRACT TORTS FORFEITURE/PENALTY BANKRUPTCY OTHER STATUTES

110 Insurance PERSONAL INJURY PERSONAL INJURY 625 Drug Related Seizure 422 Appeal 28 USC 158 375 False Claims Act
120 Marine 310 Airplane 365 Personal Injury  - of Property 21 USC 881 423 Withdrawal 376 Qui Tam (31 USC 
130 Miller Act 315 Airplane Product Product Liability 690 Other 28 USC 157 3729(a))
140 Negotiable Instrument Liability 367 Health Care/ 400 State Reapportionment
150 Recovery of Overpayment 320 Assault, Libel & Pharmaceutical PROPERTY RIGHTS 410 Antitrust

& Enforcement of Judgment Slander Personal Injury 820 Copyrights 430 Banks and Banking
151 Medicare Act 330 Federal Employers’ Product Liability 830 Patent 450 Commerce
152 Recovery of Defaulted Liability 368 Asbestos Personal 835 Patent - Abbreviated 460 Deportation

Student Loans 340 Marine Injury Product New Drug Application 470 Racketeer Influenced and
(Excludes Veterans) 345 Marine Product Liability 840 Trademark Corrupt Organizations

153 Recovery of Overpayment Liability PERSONAL PROPERTY LABOR 880 Defend Trade Secrets 480 Consumer Credit
of Veteran’s Benefits 350 Motor Vehicle 370 Other Fraud 710 Fair Labor Standards Act of 2016 (15 USC 1681 or 1692)

160 Stockholders’ Suits 355 Motor Vehicle 371 Truth in Lending Act 485 Telephone Consumer
190 Other Contract Product Liability 380 Other Personal 720 Labor/Management SOCIAL SECURITY Protection Act
195 Contract Product Liability 360 Other Personal Property Damage Relations 861 HIA (1395ff) 490 Cable/Sat TV
196 Franchise Injury 385 Property Damage 740 Railway Labor Act 862 Black Lung (923) 850 Securities/Commodities/

362 Personal Injury - Product Liability 751 Family and Medical 863 DIWC/DIWW (405(g)) Exchange
Medical Malpractice Leave Act 864 SSID Title XVI 890 Other Statutory Actions

REAL PROPERTY CIVIL RIGHTS PRISONER PETITIONS 790 Other Labor Litigation 865 RSI (405(g)) 891 Agricultural Acts
210 Land Condemnation 440 Other Civil Rights Habeas Corpus: 791 Employee Retirement 893 Environmental Matters
220 Foreclosure 441 Voting 463 Alien Detainee Income Security Act FEDERAL TAX SUITS 895 Freedom of Information
230 Rent Lease & Ejectment 442 Employment 510 Motions to Vacate 870 Taxes (U.S. Plaintiff Act
240 Torts to Land 443 Housing/ Sentence or Defendant) 896 Arbitration
245 Tort Product Liability Accommodations 530 General 871 IRS—Third Party 899 Administrative Procedure
290 All Other Real Property 445 Amer. w/Disabilities - 535 Death Penalty IMMIGRATION Act/Review or Appeal of

Employment Other: 462 Naturalization Application Agency Decision
446 Amer. w/Disabilities - 540 Mandamus & Other 465 Other Immigration 950 Constitutionality of

Other 550 Civil Rights Actions State Statutes
448 Education 555 Prison Condition

560 Civil Detainee -
Conditions of 
Confinement

V. ORIGIN (Place an “X” in One Box Only)

1 Original
Proceeding 

2 Removed from
State Court

3 Remanded from
Appellate Court 

4 Reinstated or
Reopened

5 Transferred from
Another District
(specify)

6 Multidistrict
Litigation - 
Transfer

8  Multidistrict
Litigation -
Direct File

VI. CAUSE OF ACTION

Cite the U.S. Civil Statute under which you are filing (Do not cite jurisdictional statutes unless diversity):

VII. REQUESTED IN
COMPLAINT:

CHECK IF THIS IS A CLASS ACTION
UNDER RULE 23, F.R.Cv.P. 

DEMAND $ CHECK YES only if demanded in complaint:

JURY DEMAND: Yes No

VIII. RELATED CASE(S)
IF ANY (See instructions):

JUDGE DOCKET NUMBER

DATE SIGNATURE OF ATTORNEY OF RECORD

FOR OFFICE USE ONLY

RECEIPT # AMOUNT APPLYING IFP JUDGE MAG. JUDGE

26 USC 7609

INTELLECTUAL

Knox County Philadelphia 

KATHRYN EDWARDS

Freed Kanner London & Millen LLC 923 Fayette Street
Conshohocken, PA 19428 (610) 234-6486

RITE AID CORPORATION

28 U.S.C. § 1332(d)

Brief description of cause:
Data breach resulting in the unauthorized disclosure of Plaintiff's and Class Members' personal information

over $5,000,000

2:24-cv-03356

Aug 1, 2024 /s/ Jonathan M. Jagher
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INSTRUCTIONS FOR ATTORNEYS COMPLETING CIVIL COVER SHEET FORM JS 44

Authority For Civil Cover Sheet

The JS 44 civil cover sheet and the information contained herein neither replaces nor supplements the filings and service of pleading or other papers as 
required by law, except as provided by local rules of court.  This form, approved by the Judicial Conference of the United States in September 1974, is 
required for the use of the Clerk of Court for the purpose of initiating the civil docket sheet.  Consequently, a civil cover sheet is submitted to the Clerk of 
Court for each civil complaint filed.  The attorney filing a case should complete the form as follows: 

I.(a) Plaintiffs-Defendants.  Enter names (last, first, middle initial) of plaintiff and defendant.  If the plaintiff or defendant is a government agency, use   
only the full name or standard abbreviations. If the plaintiff or defendant is an official within a government agency, identify first the agency and then 
the official, giving both name and title.

   (b) County of Residence.  For each civil case filed, except U.S. plaintiff cases, enter the name of the county where the first listed plaintiff resides at the 
time of filing. In U.S. plaintiff cases, enter the name of the county in which the first listed defendant resides at the time of filing. (NOTE: In land 
condemnation cases, the county of residence of the "defendant" is the location of the tract of land involved.) 

   (c) Attorneys.  Enter the firm name, address, telephone number, and attorney of record.  If there are several attorneys, list them on an attachment, noting  
in this section "(see attachment)". 

II.   Jurisdiction.  The basis of jurisdiction is set forth under Rule 8(a), F.R.Cv.P., which requires that jurisdictions be shown in pleadings.  Place an "X" 
in one of the boxes. If there is more than one basis of jurisdiction, precedence is given in the order shown below. 
United States plaintiff.  (1) Jurisdiction based on 28 U.S.C. 1345 and 1348.  Suits by agencies and officers of the United States are included here. 
United States defendant.  (2) When the plaintiff is suing the United States, its officers or agencies, place an "X" in this box. 
Federal question.  (3) This refers to suits under 28 U.S.C. 1331, where jurisdiction arises under the Constitution of the United States, an amendment 
to the Constitution, an act of Congress or a treaty of the United States. In cases where the U.S. is a party, the U.S. plaintiff or defendant code takes 
precedence, and box 1 or 2 should be marked. 
Diversity of citizenship.  (4) This refers to suits under 28 U.S.C. 1332, where parties are citizens of different states.  When Box 4 is checked, the  
citizenship of the different parties must be checked.  (See Section III below; NOTE: federal question actions take precedence over diversity  
cases.) 

III.   Residence (citizenship) of Principal Parties.  This section of the JS 44 is to be completed if diversity of citizenship was indicated above.  Mark this 
section for each principal party. 

IV. Nature of Suit.  Place an "X" in the appropriate box.  If there are multiple nature of suit codes associated with the case, pick the nature of suit code  
that is most applicable.  Click here for: Nature of Suit Code Descriptions. 

V.  Origin.  Place an "X" in one of the seven boxes. 
Original Proceedings.  (1) Cases which originate in the United States district courts. 
Removed from State Court.  (2) Proceedings initiated in state courts may be removed to the district courts under Title 28 U.S.C., Section 1441.   
Remanded from Appellate Court.  (3) Check this box for cases remanded to the district court for further action.  Use the date of remand as the filing 
date. 
Reinstated or Reopened.  (4) Check this box for cases reinstated or reopened in the district court.  Use the reopening date as the filing date. 
Transferred from Another District.  (5) For cases transferred under Title 28 U.S.C. Section 1404(a).  Do not use this for within district transfers or
multidistrict litigation transfers. 
Multidistrict Litigation – Transfer.  (6) Check this box when a multidistrict case is transferred into the district under authority of Title 28 U.S.C. 
Section 1407. 
Multidistrict Litigation – Direct File.  (8) Check this box when a multidistrict case is filed in the same district as the Master MDL docket.  
PLEASE NOTE THAT THERE IS NOT AN ORIGIN CODE 7.  Origin Code 7 was used for historical records and is no longer relevant due to  
changes in statute. 

VI.  Cause of Action.  Report the civil statute directly related to the cause of action and give a brief description of the cause.  Do not cite jurisdictional  
statutes unless diversity.  Example: U.S. Civil Statute: 47 USC 553 Brief Description: Unauthorized reception of cable service. 

VII.  Requested in Complaint.  Class Action.  Place an "X" in this box if you are filing a class action under Rule 23, F.R.Cv.P. 
Demand.  In this space enter the actual dollar amount being demanded or indicate other demand, such as a preliminary injunction. 
Jury Demand.  Check the appropriate box to indicate whether or not a jury is being demanded. 

VIII.   Related Cases.   This section of the JS 44 is used to reference related cases, if any.  If there are related cases, insert the docket  
numbers and the corresponding judge names for such cases. 

Date and Attorney Signature.  Date and sign the civil cover sheet. 
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05/2023 

UNITED STATES DISTRICT COURT 
FOR THE EASTERN DISTRICT OF PENNSYLVANIA 

DESIGNATION FORM 
(to be used by counsel to indicate the category of the case for the purpose of assignment to the appropriate calendar) 

Address of Plaintiff:                                           

Address of Defendant:_______________________________________________________________________________________ 

Place of Accident, Incident or Transaction:_______________________________________________________________________ 

RELATED CASE IF ANY:
Case Number:______________________ Judge:________________________________  Date Terminated____________________ 

Civil cases are deemed related when Yes is answered to any of the following questions: 

1. Is this case related to property included in an earlier numbered suit pending or within one year  Yes  No 
previously terminated action in this court? 

2. Does this case involve the same issue of fact or grow out of the same transaction as a prior suit
Pending or within one year previously terminated action in this court?  Yes  No 

3. Does this case involve the validity or infringement of a patent already in suit or any earlier
Numbered case pending or within one year previously terminated action of this court?  Yes  No 

4. Is this case a second or successive habeas corpus, social security appeal, or pro se case filed
by the same individual?  Yes  No 

I certify that, to my knowledge, the within case       is /       is not related to any now pending or within one year previously terminated 
action in this court except as note above.   

DATE:  ____________________________________  ________________________________ 

 Attorney-at-Law (Must sign above)  Attorney I.D. # (if applicable) 

 

A. Federal Question Cases: B. Diversity Jurisdiction Cases:

1. Indemnity Contract, Marine Contract, and All Other Contracts) 1. Insurance Contract and Other Contracts
2. FELA 2. Airplane Personal Injury
3. Jones Act-Personal Injury 3. Assault, Defamation
4. Antitrust 4. Marine Personal Injury
5. Wage and Hour Class Action/Collective Action 5. Motor Vehicle Personal Injury
6. Patent 6. Other Personal Injury (Please specify):________________
7. Copyright/Trademark 7. Products Liability
8. Employment 8. All Other Diversity Cases:  (Please specify)______________
9. Labor-Management Relations _____________________
10. Civil Rights
11. Habeas Corpus
12. Securities Cases
13. Social Security Review Cases
14. Qui Tam Cases
15. All Other Federal Question Cases. (Please specify):_____________________________

ARBITRATION CERTIFICATION
(The effect of this certification is to remove the case from eligibility for arbitration)  

I, _________________________________, counsel of record or pro se plaintiff, do hereby certify: 

 Pursuant to Local Civil Rule 53.2 § 3(c)(2), that to the best of my knowledge and belief, the damages recoverable in this civil action 
 case exceed the sum of $150,000.00 exclusive of interest and costs: 

 Relief other than monetary damages is sought. 

DATE: ____________________________    ______________________________________   __________________________________ 
  Attorney-at-Law (Sign here if applicable)         Attorney ID # (if applicable)    

NOTE: A trial de novo will be a jury only if there has been compliance with F.R.C.P. 38. 

Mount Vernon, Ohio

1200 Intrepid Ave., 2nd Floor, Philadelphia, Pennsylvania

Philadelphia, Pennsylvania 

2:24-cv-03356

X

/s/ Jonathan M. Jagher 204721

Jonathan M. Jagher

August 1, 2024 /s/ Jonathan M. Jagher 204721

X

Data Breach (Class Action)

X

X
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