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dmXlleU@YenWXUaheUVe\.com 
VENTURA HERSEY & MULLER, LLP 
1506 HamilWon AYenXe 
San JoVe, CalifoUnia 95125 
Telephone:  (408) 512-3022 
FacVimile:  (408) 512-3023 
 
Daniel O. HeUUeUa (SUo hac Yice anWicipaWed) 
NickolaV J. Hagman (SUo hac Yice anWicipaWed) 
nhagman@caffeUW\clobeV.com 
CAFFERT< CLOBES  
MERI:ETHER & SPRENGEL LLP 
135 S. LaSalle SW., SXiWe 3210 
Chicago, IllinoiV 60603 
Telephone: (312) 782-4880 
FacVimile: (312) 782-4485 
 
AWWoUne\V foU PlainWiff 
 

UNITED STATES FOR THE DISTRICT OF  
NORTHERN DISTRICT COURT CALIFORNIA 

SAN JOSE DIVISION 
 

R.S., on behalf of himVelf and all oWheUV 
VimilaUl\ ViWXaWed, 

 
PlainWiff, 

Y. 

BETTERHELP, INC., 

DefendanW. 

CaVe No.     
 
 
 
CLASS ACTION COMPLAINT  
 
 
 
 
JUR< TRIAL DEMANDED 

 
PlainWiff R.S. bUingV WhiV claVV acWion complainW on behalf of himVelf and all oWheUV VimilaUl\ 

ViWXaWed (Whe ³ClaVV MembeUV´) againVW BeWWeUHelp, Inc. (³BeWWeUHelp´ oU ³DefendanW´). The 

allegaWionV conWained in WhiV claVV acWion complainW aUe baVed on PlainWiff¶V peUVonal knoZledge aV 

Wo facWV peUWaining Wo himVelf and Xpon infoUmaWion and belief, inclXding fXUWheU inYeVWigaWion 

condXcWed b\ PlainWiff¶V coXnVel. 
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NATURE OF THE ACTION 

1. PlainWiff bUingV WhiV claVV acWion laZVXiW on behalf of a naWionZide claVV Wo UedUeVV 

DefendanW¶V impUopeU, XnaXWhoUi]ed, and illegal diVcloVXUe of Whe ClaVV¶ peUVonall\ idenWifiable 

infoUmaWion (³PII´) and/oU pUoWecWed healWh infoUmaWion (³PHI´) (collecWiYel\ UefeUUed Wo aV 

³PUiYaWe InfoUmaWion´) Wo WhiUd-paUW\ adYeUWiVing plaWfoUmV VXch aV Facebook, SnapchaW, and oWheU 

VimilaU enWiWieV. 

2. HealWh infoUmaWion iV highl\ VenViWiYe infoUmaWion and miVhandling of VXch 

infoUmaWion caUUieV gUaYe conVeTXenceV, VXch aV poWenWial diVcUiminaWion in Whe ZoUkplace oU denial 

of inVXUance coYeUageV. If membeUV of Whe pXblic haYe doXbWV WhaW VXch VenViWiYe infoUmaWion Zill 

be kepW pUiYaWe, Whe\ Zill be leVV likel\ Wo Veek medical aVViVWance oU WUeaWmenW, Zhich Zill pUodXce 

ZoUVe oXWcomeV in Whe fXWXUe. AV VXch, enVXUing Whe confidenWialiW\ of medical infoUmaWion and 

pUeYenWing iWV XnaXWhoUi]ed diVcloVXUe Wo an\one oWheU Whan a deVignaWed healWh caUe pUoYideU iV 

abVolXWel\ neceVVaU\ Wo mainWain pXblic WUXVW in Whe healWhcaUe V\VWem. 

3.  Recogni]ing WhiV UealiW\, and in oUdeU Wo implemenW UeTXiUemenWV of Whe HealWh 

InVXUance PoUWabiliW\ and AccoXnWabiliW\ AcW of 1996 (³HIPAA´), Whe UniWed SWaWeV DepaUWmenW 

of HealWh and HXman SeUYiceV (³HHS´) eVWabliVhed ³SWandaUdV foU PUiYac\ of IndiYidXall\ 

IdenWifiable HealWh InfoUmaWion´ (alVo knoZn aV Whe ³PUiYac\ RXle´) goYeUning hoZ healWh caUe 

pUoYideUV mXVW VafegXaUd and pUoWecW PUiYaWe InfoUmaWion. UndeU Whe HIPAA PUiYac\ RXle, no 

healWh caUe pUoYideU can diVcloVe a peUVon¶V peUVonall\ idenWifiable pUoWecWed healWh infoUmaWion Wo 

a WhiUd paUW\ ZiWhoXW e[pUeVV ZUiWWen aXWhoUi]aWion.  

4. DefendanW deYeloped an online, Wele-coXnVeling VeUYice WhaW connecWed XVeUV ZiWh 

aVVociaWed WheUapiVWV foU YiUWXal menWal healWh coXnVeling VeUYiceV. DefendanW XVed plaWfoUmV VXch 

aV Whe ZebViWe ZZZ.beWWeUhelp.com and Whe BeWWeUHelp VmaUWphone app Wo maUkeW, Vell, and UXn 
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WhiV VeUYice. The DefendanW alVo laXnched and managed paUallel plaWfoUmV WhaW WaUgeWed Vpecific 

demogUaphicV and UeligionV WhUoXgh ZebViWeV VXch aV ZZZ.WeencoXnVeling.com, 

ZZZ.faiWhfXlcoXnVeling.com, ZZZ.pUidecoXnVeling.com, and WheiU UelaWed appV. TheVe ZebViWeV 

and WheiU UelaWed appV Vhall be heUeinafWeU UefeUUed Wo collecWiYel\ aV ³DefendanW¶V WebViWe´ oU Whe 

³WebViWe´. 

5. DefendanW foXnd VXbVWanWial VXcceVV ZiWh iWV Wele-coXnVeling VeUYice and millionV 

of XVeUV Vigned Xp Wo make XVe of iWV VeUYiceV. And in Whe pUoceVV, WheVe millionV of cXVWomeUV 

enWUXVWed DefendanW ZiWh WheiU VenViWiYe PUiYaWe InfoUmaWion. DefendanW, foU iWV paUW, Uecogni]ed 

Whe VenViWiYe naWXUe of WhiV pUiYaWe infoUmaWion and made mXlWiple pUomiVeV UegaUding iWV 

confidenWialiW\ and UepUeVenWed WhaW iW ZoXld onl\ be XVed Wo faciliWaWe Whe XVeUV¶ menWal healWh 

WheUap\.  

6. ConWUaU\ Wo iWV UepUeVenWaWionV and pUomiVeV Wo keep Whe VenViWiYe PUiYaWe 

InfoUmaWion confidenWial and Vafe, hoZeYeU, DefendanW inVWalled Zeb beaconV and cookieV on iWV 

ZebViWe Wo WUack XVeUV and collecW daWa and infoUmaWion aboXW Whem WhaW iW coXld laWeU moneWi]e. 

7. ThiV behaYioU fUom DefendanW dUeZ VcUXWin\ (and XlWimaWel\) liWigaWion fUom Whe 

UniWed SWaWeV FedeUal TUade CommiVVion (³FTC´). In iWV foUmal complainW, Whe FTC accXVed Whe 

DefendanW of conWinXall\ bUeaking iWV pUomiVe Wo pUoWecW conVXmeUV¶ PUiYaWe InfoUmaWion, inVWead 

XVing iW Wo WaUgeW e[iVWing and neZ cXVWomeUV ZiWh adYeUWiVing foU iWV VeUYice. The FTC alleged WhaW 

Whe DefendanW Vold oU diVcloVed Whe highl\ VenViWiYe PI of iWV XVeUV, inclXding VacUoVancW PHI, Wo 

Whe laUgeVW online adYeUWiVing companieV in Whe ZoUld, VXch aV Facebook, PinWeUeVW, CUiWeo, and 

SnapchaW oYeU a 7-\eaU peUiod fUom 2013 Wo DecembeU 2020. The DefendanW fXUWheU alloZed WheVe 

adYeUWiVing companieV Wo XVe WhiV infoUmaWion foU WheiU oZn pXUpoVeV VXch aV R&D and WhiUd-paUW\ 

adYeUWiVing. 
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8. The FTC alVo alleged WhaW DefendanW: (i) failed Wo emplo\ UeaVonable meaVXUeV Wo 

VafegXaUd PUiYaWe InfoUmaWion iW collecWed fUom cXVWomeUV; (ii) failed Wo pUopeUl\ WUain iWV 

emplo\eeV Wo pUoWecW PUiYaWe InfoUmaWion Zhen XVing iW foU adYeUWiVing; (iii) failed Wo pUopeUl\ 

VXpeUYiVe VWaff in Whe XVe of PUiYaWe InfoUmaWion; (iY) failed Wo pUoYide cXVWomeUV ZiWh pUopeU noWice 

aV Wo Whe collecWion, XVe, and diVcloVXUe of WheiU PUiYaWe InfoUmaWion; and (Y) failed Wo limiW hoZ 

WhiUd paUWieV coXld XVe cXVWomeUV¶ PUiYaWe InfoUmaWion. 

9. The FTC¶V DiUecWoU of iWV BXUeaX of ConVXmeU PUoWecWion, SamXel LeYine, UecenWl\ 

VWaWed, ³DigiWal healWh companieV and mobile appV VhoXld noW caVh in on conVXmeUV¶ e[WUemel\ 

VenViWiYe and peUVonall\ idenWifiable healWh infoUmaWion,´ noWing WhaW Whe Vale of WhiV infoUmaWion 

conVWiWXWed blaWanW ³miVXVe and illegal e[ploiWaWion.´ 

10. In UeVponVe Wo Whe XVe of WUacking and daWa collecWion WechnologieV b\ companieV 

offeUing healWh caUe VeUYiceV, Whe Office foU CiYil RighWV aW Whe U.S. DepaUWmenW of HealWh and 

HXman SeUYiceV (³HHS´) UecenWl\ pXbliVhed a bXlleWin conceUning Whe UVe of Online TUacking 

TechnologieV b\ HIPAA CoYeUed EnWiWieV and BXVineVV AVVociaWeV (Whe ³BXlleWin´). The BXlleWin 

ZaUnV WhaW: 

An impeUmiVVible diVcloVXUe of an indiYidXal¶V PHI noW onl\ YiolaWeV Whe PUiYac\ 
RXle bXW alVo ma\ UeVXlW in a Zide Uange of addiWional haUmV Wo Whe indiYidXal oU 
oWheUV. FoU e[ample, an impeUmiVVible diVcloVXUe of PHI ma\ UeVXlW in idenWiW\ WhefW, 
financial loVV, diVcUiminaWion, VWigma, menWal angXiVh, oU oWheU VeUioXV negaWiYe 
conVeTXenceV Wo Whe UepXWaWion, healWh, oU ph\Vical VafeW\ of Whe indiYidXal oU Wo 
oWheUV idenWified in Whe indiYidXal¶V PHI. SXch diVcloVXUeV can UeYeal incUedibl\ 
VenViWiYe infoUmaWion aboXW an indiYidXal, inclXding diagnoVeV, fUeTXenc\ of YiViWV 
Wo a WheUapiVW oU oWheU healWh caUe pUofeVVionalV, and ZheUe an indiYidXal VeekV 
medical WUeaWmenW. While iW haV alZa\V been WUXe WhaW UegXlaWed enWiWieV ma\ noW 
impeUmiVVibl\ diVcloVe PHI Wo WUacking Wechnolog\ YendoUV, becaXVe of Whe 
pUolifeUaWion of WUacking WechnologieV collecWing VenViWiYe infoUmaWion, noZ moUe 
Whan eYeU, iW iV cUiWical foU UegXlaWed enWiWieV Wo enVXUe WhaW Whe\ diVcloVe PHI onl\ aV 
e[pUeVVl\ peUmiWWed oU UeTXiUed b\ Whe HIPAA PUiYac\ RXle. 
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11. PlainWiff bUingV WhiV acWion on behalf of himVelf and Whe pUopoVed claVV Wo Veek legal 

and eTXiWable UemedieV againVW Whe DefendanW in oUdeU Wo UecWif\ Whe illegal condXcW and acWionV 

deVcUibed heUein.  

JURISDICTION AND VENUE 

12. ThiV CoXUW haV VXbjecW maWWeU jXUiVdicWion oYeU WhiV acWion XndeU 28 U.S.C. 

� 1332(d) becaXVe WhiV iV a claVV acWion ZheUe: Whe amoXnW in conWUoYeUV\ e[ceedV Whe VXm oU YalXe 

of $5,000,000, e[clXViYe of inWeUeVW and coVWV, WheUe aUe moUe Whan 100 membeUV in Whe pUopoVed 

claVV, and aW leaVW one membeU of Whe claVV iV a ciWi]en of a VWaWe diffeUenW fUom DefendanW. 

13.  ThiV CoXUW haV peUVonal jXUiVdicWion oYeU DefendanW becaXVe iWV pUincipal place of 

bXVineVV iV in WhiV DiVWUicW and man\ of Whe acWV and omiVVionV giYing UiVe Wo PlainWiff¶V claimV 

occXUUed in and emanaWed fUom WhiV DiVWUicW. 

14.  VenXe iV pUopeU XndeU 18 U.S.C � 1391(b)(1) becaXVe DefendanW¶V pUincipal place 

of bXVineVV iV in WhiV DiVWUicW. 

DIVISIONAL ASSIGNMENT 

15. PXUVXanW Wo CiYil Local RXle 3-2(c), a VXbVWanWial paUW of Whe eYenWV giYing UiVe Wo 

Whe claimV bUoXghW in WhiV ComplainW occXUUed in SanWa ClaUa CoXnW\, CalifoUnia. ConVeTXenWl\, 

aVVignmenW of WhiV acWion Wo Whe San JoVe DiYiVion iV appUopUiaWe. 

THE PARTIES 

16. PlainWiff R.S. iV an adXlW ciWi]en of Whe SWaWe of CalifoUnia. He bUingV WhiV acWion 

anon\moXVl\ Wo pUoWecW hiV confidenWial peUVonal healWh infoUmaWion, Zhich iV pUoWecWed XndeU 

HIPAA. 

17.  DefendanW BeWWeUHelp, Inc. iV a DelaZaUe coUpoUaWion ZiWh a pUincipal place of 

bXVineVV aW 990 Villa SWUeeW, MoXnWain VieZ, CA 94041. 
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18.  DefendanW doeV bXVineVV XndeU YaUioXV oWheU nameV in addiWion Wo BeWWeUHelp, 

inclXding Compile, Inc., M\WheUapiVW, Teen CoXnVeling, FaiWhfXl CoXnVeling, PUide CoXnVeling, 

IcoXnVeling, Regain, and TeUappeXWa. 

FACTUAL ALLEGATIONS 

BDFNJURXQG 

19. DefendanW BeWWeUHelp pUoYideV Wele-coXnVeling and oWheU online menWal healWh 

VeUYiceV WhUoXgh iWV YaUioXV ZebViWeV and appV, Whe pUimaU\ poUWal being ZZZ.beWWeUhelp.com. IW 

haV been in opeUaWion Vince 2013. 

20. In addiWion Wo iWV pUimaU\ Zeb poUWal, DefendanW alVo opeUaWeV oWheU ZebViWeV and 

appV WhaW aUe WaUgeWed aW Vpecific demogUaphicV oU focXV on Vpecific W\peV of coXnVeling. FoU 

e[ample, DefendanW laXnched ZZZ.Uegain.XV in 2016 Wo offeU maUUiage and UelaWionVhip 

coXnVeling. And ZZZ.WeencoXnVeling and ZZZ.pUiddecoXVeling ZeUe laXnched in 2017 Wo 

pUoYide coXnVeling VeUYiceV foU WeenV and LGBTQ indiYidXalV UeVpecWiYel\. DefendanW alVo UXnV 

ZZZ.faiWhcoXnVeling.com, Zhich caWeUV Wo ChUiVWian indiYidXalV. 

21. OYeU iWV decade of opeUaWion, DefendanW haV amaVVed oYeU 2 million XVeUV and 

UepoUWed oYeU 374,000 acWiYe XVeUV in Whe UniWed SWaWeV in 2022. DefendanW eaUned in e[ceVV of 

$345 million in UeYenXe in 2020 and moUe Whan doXble WhiV figXUe in 2021 aW $720 million in 

UeYenXe. 

DHIHQGDQW¶V MDUNHWLQJ EIIRUWV 

22. OYeU iWV decade of opeUaWion, DefendanW haV focXVed heaYil\ on adYeUWiVing and 

maUkeWing iWV admiWWedl\ noYel Wele-coXnVeling VeUYiceV Wo conVXmeUV WhUoXgh WUadiWional media 

plaWfoUmV VXch aV WeleYiVion commeUcialV, Uadio adYeUWiVemenWV, and podcaVW VponVoUVhipV, and 

Case 3:23-cv-01839-RS   Document 1   Filed 04/14/23   Page 6 of 29
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digiWal plaWfoUmV VXch aV VeaUch engine adV and adV UXn WhUoXgh WhiUd-paUWieV VXch aV Facebook, 

SnapchaW, PinWeUeVW, and CUiWeo. 

23.  DefendanW VpenW millionV Xpon millionV on maUkeWing and adYeUWiVing. FoU 

e[ample, DefendanW VpenW beWZeen $10-20 million on jXVW Facebook adYeUWiVing in 2020. ThiV 

heaY\ inYeVWmenW in adYeUWiVing and maUkeWing did pUoYe highl\ VXcceVVfXl foU DefendanW Vince 

90,000 Wo 120,000 neZ XVeUV annXall\ UepoUWed folloZing Facebook adYeUWiVemenWV Wo Vign Xp foU 

DefendanW¶V VeUYiceV. 

24.  In iWV YaVW aUUa\ of maUkeWing campaignV and adYeUWiVemenWV, DefendanW 

emphaVi]ed Whe concepW of WUXVW and conYe\ed Wo conVXmeUV WhaW iWV VeUYiceV Vimpl\ connecWed 

poWenWial cXVWomeUV ZiWh licenVed WheUapiVWV ³Zho \oX can WUXVW.´ DefendanW alVo claimed WhaW 

cXVWomeUV XVing iWV WheUapiVWV ZoXld ³geW Whe Vame pUofeVVionaliVm and TXaliW\ \oX ZoXld e[pecW 

fUom an in-office WheUapiVW, bXW ZiWh Whe abiliW\ Wo commXnicaWe Zhen and hoZ \oX ZanW.´ 

 

DHIHQGDQW¶V IQWDNH PURFHVV 

25. DefendanW¶V cXVWomeUV pa\ beWZeen $60 and $90 peU Zeek Wo make XVe of 

DefendanW¶V VeUYiceV. In oUdeU Wo Vign Xp foU iWV YiUWXal coXnVeling VeUYiceV, a cXVWomeU iV alVo 

UeTXiUed Wo fill oXW a UaWheU lengWh\ inWake TXeVWionnaiUe.  

Case 3:23-cv-01839-RS   Document 1   Filed 04/14/23   Page 7 of 29
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26. ThiV TXeVWionnaiUe aVkV deepl\ peUVonal TXeVWionV aboXW Whe cXVWomeU¶V pUiYaWe life 

ZiWh TXeVWionV pUobing foU infoUmaWion VXch aV age, gendeU, maUiWal/UelaWionVhip VWaWXV, and 

emplo\menW VWaWXV. The TXeVWionnaiUe alVo aVkV if Whe cXVWomeU idenWiWieV aV UeligioXV oU aV a 

membeU of Whe LGBTQ commXniW\, diUecWing Whem Wo FaiWhfXl CoXnVeling oU PUide CoXnVeling, 

UeVpecWiYel\. In addiWion, WeenageUV aUe diUecWed Wo Teen CoXnVeling. 

27. The TXeVWionnaiUe alVo aVkV cXVWomeUV Wo UaWe and deVcUibe WheiU ph\Vical healWh, 

eaWing habiWV, financial VWaWXV, and Vleep habiWV. 

28.  The TXeVWionnaiUe alVo aVkV deepl\ peUVonal TXeVWionV aboXW Whe menWal healWh 

iVVXeV e[peUienced b\ Whe cXVWomeU and UeaVonV Zh\ Whe cXVWomeU iV Veeking WheUap\ (e.g., feelingV 

of depUeVVion, an[ieW\, gUief, eWc.). TheVe TXeVWionV pUobe YeU\ deepl\ inWo Whe cXVWomeU¶V pV\che 

ZiWh TXeVWionV inWo maWWeUV, VXch aV ZheWheU Whe\ aUe ³e[peUiencing oYeUZhelming VadneVV, gUief, 

oU depUeVVion,´ oU ZheWheU Whe\ haYe e[peUienced WhoXghWV WhaW Whe\ ³ZoXld be beWWeU off dead oU 

hXUWing \oXUVelf in Vome Za\.´ 

DHIHQGDQW¶V DHFHSWLYH DQG UQIDLU MDUNHWLQJ PUDFWLFHV 

29. AV paUW of iWV enfoUcemenW acWion againVW Whe DefendanW, The FTC condXcWed a 

majoU inYeVWigaWion inWo DefendanW¶V maUkeWing and PI handling pUacWiceV. ThiV FTC enfoUcemenW 

acWion being In Whe MaWWeU of BETTERHELP, INC., DockeW No. 2023169, and WhiV acWion and iWV 

pUecipiWaWing inYeVWigaWion¶V findingV aUe diVcXVVed beloZ. The FTC complainW iV aWWached aV 

E;HIBIT A. 

30. The FTC inYeVWigaWion UeYealed Whe folloZing conceUning deWail, among man\, 

UegaUding DefendanW¶V maUkeWing pUacWiceV: 

³In 2017, ReVpondenW delegaWed moVW deciVion-making aXWhoUiW\ oYeU iWV XVe of 
Facebook¶V adYeUWiVing VeUYiceV Wo a JXnioU MaUkeWing Anal\VW Zho ZaV a UecenW 
college gUadXaWe, had neYeU ZoUked in maUkeWing, and had no e[peUience and liWWle 
WUaining in VafegXaUding conVXmeUV¶ healWh infoUmaWion Zhen XVing WhaW 

Case 3:23-cv-01839-RS   Document 1   Filed 04/14/23   Page 8 of 29
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infoUmaWion foU adYeUWiVing. In doing Vo, ReVpondenW gaYe Whe JXnioU MaUkeWing 
Anal\VW caUWe blanche Wo decide Zhich ViViWoUV¶ and UVeUV¶ healWh infoUmaWion Wo 
Xpload Wo Facebook and hoZ Wo XVe WhaW infoUmaWion. ThiV Vame indiYidXal, Zho 
noZ holdV Whe WiWle µSenioU MaUkeWing Anal\VW,¶ conWinXeV Wo oYeUVee ReVpondenW¶V 
XVe of Facebook¶V adYeUWiVing WoolV. 
 
ReVpondenW pUoYided WhiV maUkeWing anal\VW ZiWh liWWle WUaining on hoZ Wo pUoWecW 
ViViWoUV¶ and UVeUV¶ healWh infoUmaWion in connecWion ZiWh adYeUWiVing XnWil 2021. 
In facW, Zhile ReVpondenW haV pXUpoUWed Wo pUoYide pUiYac\ WUaining Wo iWV emplo\eeV 
Vince 2015, iW ZaV noW XnWil 2021 WhaW ReVpondenW gaYe Whem an\ WUaining Vpecific 
Wo iWV bXVineVV oU adYeUWiVing.´ E[. A aW 5. 
 
31. The FTC foXnd WhaW DefendanW made mXlWiple aVVXUanceV Wo conVXmeUV UegaUding 

Whe pUiYac\ of all VhaUed oU diVcloVed infoUmaWion: 

³ReVpondenW haV inclXded pUiYac\ aVVXUanceV WhUoXghoXW Whe InWake QXeVWionnaiUe. 
UnWil NoYembeU 2021, each MXlWi-SiWe diVpla\ed a banneU aW Whe Wop of each 
TXeVWion, e[plaining WhaW ReVpondenW iV meUel\ aVking foU µVome geneUal and 
anon\moXV backgUoXnd infoUmaWion aboXW \oX and Whe iVVXeV \oX¶d like Wo deal 
ZiWh in online WheUap\¶ (emphaViV added) Vo WhaW Whe ViViWoU can be maWched µZiWh 
Whe moVW VXiWable WheUapiVW foU \oX¶ 
 
AV ViViWoUV pUoceed WhUoXgh Whe InWake QXeVWionnaiUe, ReVpondenW inclXdeV 
addiWional peUiodic pUiYac\ aVVXUanceV. FUom aW leaVW AXgXVW 2017 Wo DecembeU 
2020, Zhen a ViViWoU Ueached Whe TXeVWion aV Wo ZheWheU Whe ViViWoU ZaV Waking 
medicaWion, Whe ViViWoU ZaV VhoZn Whe VWaWemenW: µReVW aVVXUed²an\ infoUmaWion 
pUoYided in WhiV TXeVWionnaiUe Zill VWa\ pUiYaWe beWZeen \oX and \oXU coXnVeloU.¶´. 
Id. 
 
32. The FTC alVo noWed WhaW DefendanW had changed iWV pUiYac\ aVVXUanceV WhUoXghoXW 

Whe Wime Whe plaWfoUm ZaV in opeUaWion: 

³In DecembeU 2020, ReVpondenW changed Whe VWaWemenW Wo Uead: ³ReVW aVVXUed²
WhiV infoUmaWion Zill VWa\ pUiYaWe beWZeen \oX and \oXU coXnVeloU´ (emphaViV on 
alWeUaWion added). And in JanXaU\ 2021, ReVpondenW changed iW again Wo VWaWe: ³ReVW 
aVVXUed²\oXU healWh infoUmaWion Zill VWa\ pUiYaWe beWZeen \oX and \oXU 
coXnVeloU´ (emphaViV on alWeUaWion added)¶´. Id. 
 
33. The FTC alVo foXnd WhaW Whe DefendanW made pUomiVeV aboXW iWV XVe of cXVWomeUV¶ 

email addUeVVeV. DefendanW had UepUeVenWed Wo YiViWoUV of Whe FaiWhfXl CoXnVeling, PUide 

CoXnVeling, and Teen CoXnVeling ZebViWeV WhaW WheiU email addUeVVeV ZoXld noW be VhaUed: ³YoXU 
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email addUeVV iV kepW VWUicWl\ SUiYaWe. IW iV neYeU VhaUed Vold oU diVcloVed Wo an\one. EYen \oXU 

coXnVeloU Zon¶W knoZ \oXU Ueal email addUeVV´ (emphaViV added). Id. aW 6. 

34. HXndUedV of millionV of ZebViWe YiViWoUV and app XVeUV, inclXding WhoVe VimilaU Wo 

PlainWiff and ClaVV MembeUV Zho XlWimaWel\ Vigned Xp foU DefendanW¶V coXnVeling VeUYiceV, ZeUe 

pUeVenWed ZiWh WheVe UepeaWed pUomiVeV aboXW Whe confidenWialiW\ of Whe PUiYaWe InfoUmaWion Whe\ 

VhaUed ZiWh DefendanW. DeVpiWe WheVe pUomiVeV, hoZeYeU, DefendanW VhaUed and diVcloVed Whe 

XVeUV¶ PI foU maUkeWing pXUpoVeV and Vold XVeUV¶ email addUeVVeV foU pUofiW. 

35. The FTC foXnd WhaW mXch of Whe aVVXUanceV and pUomiVeV made b\ DefendanW Wo iWV 

cXVWomeUV ZeUe falVe and WhaW DefendanW flagUanWl\ YiolaWed Whe PlainWiff¶V and ClaVV MembeUV¶ 

pUiYac\ UighWV b\ diVcloVing highl\ VenViWiYe PI Wo adYeUWiVeUV and oWheU WhiUd paUWieV. TheVe 

damning findingV can be foXnd in Whe FTC¶V complainW. Some highlighWV fUom Whe complainW aUe 

diVcXVVed beloZ: 

x The inWake TXeVWionnaiUe¶V pUiYac\ aVVXUanceV ZeUe ³diVpla\ed in laUge, high- 
conWUaVW, XnaYoidable We[W,´ Zhile DefendanW¶V pUiYac\ policieV ZeUe linked in 
³Vmall, loZ-conWUaVW ZUiWing WhaW iV baUel\ YiVible aW Whe boWWom of Whe page.´ When 
DefendanW added a banneU aW Whe boWWom of each page in SepWembeU 2020 diVcloVing 
iWV XVe of cookieV, iW VWill falVel\ VWaWed: ³We neYeU Vell oU UenW an\ infoUmaWion \oX 
VhaUe ZiWh XV.´ Id. aW 7-9. ThiV ZaV falVe. 
 

x  DefendanW¶V pUiYac\ policieV ZenW WhUoXgh nXmeUoXV iWeUaWionV WhaW each conWained 
decepWiYe and miVleading VWaWemenWV aboXW DefendanW¶V XVe and diVcloVXUe of 
PUiYaWe InfoUmaWion. While DefendanW diVcloVed iW ZoXld XVe Zeb beaconV 
(inclXding pi[elV) and cookieV foU ceUWain limiWed pXUpoVeV, iW neYeU diVcloVed WhaW 
iW ZoXld XVe oU diVcloVe PUiYaWe InfoUmaWion foU adYeUWiVing pXUpoVeV oU Wo Vell Wo 
WhiUd paUWieV foU WheiU oZn pXUpoVeV. Id. aW 9-10. 

 
x DefendanW diVcloVed millionV of ClaVV MembeUV¶ PUiYaWe InfoUmaWion Wo adYeUWiVeUV 

inclXding Facebook. OYeU 7 million email addUeVVeV ZeUe Xploaded Wo Facebook, 
Zhich ³maWched oYeU 4 million of WheVe ViViWoUV and UVeUV ZiWh WheiU Facebook XVeU 
IDV, linking WheiU XVe of Whe SeUYice foU menWal healWh WUeaWmenW ZiWh WheiU Facebook 
accoXnWV.´ DefendanW alVo alloZed Facebook Wo ³aXWomaWicall\ WUack ceUWain 
acWionV´ of WebViWe XVeUV knoZn aV ³EYenWV.´ DefendanW ³UecoUded and 
aXWomaWicall\ diVcloVed WheVe EYenWV Wo Facebook WhUoXgh Zeb beaconV 
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[DefendanW] had placed on each of Whe [WebViWeV].´ DefendanW and Facebook XVed 
WhiV daWa Wo WaUgeW adYeUWiVing Wo millionV of ClaVV MembeUV. Id. aW 10-12. 
 

36. On MaUch 2, 2023, Whe FTC finali]ed and made pXblic a ConVenW OUdeU ZiWh 

DefendanW WhaW addUeVVed Whe DefendanW¶V decepWiYe and miVleading bXVineVV pUacWiceV in 

collecWing and XVing VenViWiYe peUVonall\ idenWifiable infoUmaWion and peUVonal healWh infoUmaWion. 

The conVenW oUdeU alVo addUeVVed Whe DefendanW¶V diVcloVXUe of WhiV VenViWiYe infoUmaWion Wo WhiUd 

paUWieV. ThiV ConVenW OUdeU iV aWWached heUeWo aV E;HIBIT B. 

37.  UndeU Whe ConVenW OUdeU, DefendanW mXVW pa\ $7.8 million Wo Whe FTC and be 

VXbjecW Wo YaUioXV aXdiWing and compliance moniWoUing pUocedXUeV in connecWion ZiWh iWV pUiYac\ 

policieV and handling of cXVWomeU daWa and infoUmaWion. DefendanW mXVW alVo pXbliVh a NoWice Wo 

iWV cXVWomeUV adYiVing Whem of Whe FTC acWion and infoUming cXVWomeUV WhaW (i) iW Zill Well Whe 

adYeUWiVing companieV WhaW UeceiYed cXVWomeUV¶ infoUmaWion Wo deleWe iW; (ii) iW iV no longeU VhaUing 

cXVWomeUV¶ healWh infoUmaWion ZiWh oWheU companieV foU adYeUWiVing and iW iV no longeU VhaUing 

cXVWomeUV¶ peUVonal infoUmaWion foU adYeUWiVing ZiWhoXW Whe cXVWomeUV¶ peUmiVVion; and (iii) iW Zill 

enhance iWV pUiYac\ pUogUam Wo beWWeU pUoWecW cXVWomeUV¶ peUVonal healWh infoUmaWion, inclXding 

paUWicipaWing in an independenW aXdiW pUogUam eYeU\ WZo \eaUV foU Whe ne[W 20 \eaUV. E[. B aW 21-

23. 

DHIHQGDQW ZDV EQULFKHG DQG BHQHILWWHG IURP LWV UVH DQG DLVFORVXUH RI PODLQWLII¶V DQG CODVV 
MHPEHUV¶ PULYDWH IQIRUPDWLRQ. 

38. B\ XVing and diVcloVing Whe PUiYaWe InfoUmaWion of iWV cXVWomeUV Wo adYeUWiVeUV and 

oWheU WhiUd-paUWieV, DefendanW ZaV able Wo impUoYe iWV maUkeWing effoUWV. The impUoYed maUkeWing, 

in WXUn, dUoYe hXndUedV of WhoXVandV of neZ cXVWomeUV Wo Vign Xp foU DefendanW¶V VeUYiceV, each 

of Zhom paid beWZeen $60 and $90 peU Zeek foU DefendanW¶V coXnVeling VeUYiceV. 
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39. DefendanW¶V diVcloVXUe of PUiYaWe InfoUmaWion alVo hXUW PlainWiff and Whe ClaVV b\ 

depUiYing Whem of Whe financial YalXe of WheiU PUiYaWe InfoUmaWion, Zhich can be VXbVWanWial. FoU 

e[ample, inWeUneW VeUYice pUoYideUV eaUn, b\ conVeUYaWiYe eVWimaWeV, $202 peU XVeU fUom Whe UniWed 

SWaWeV b\ mining and Velling WheiU daWa.  

40. HealWh infoUmaWion in paUWicXlaU iV eVpeciall\ YalXable. FoU e[ample, Time 

Maga]ine pXbliVhed an aUWicle in 2017 WiWled ³HoZ YoXU Medical DaWa FXelV a Hidden MXlWi-

Billion DollaU IndXVWU\´ in Zhich iW deVcUibed Whe e[WenViYe maUkeW foU healWh daWa and obVeUYed 

WhaW Whe maUkeW foU infoUmaWion ZaV boWh lXcUaWiYe and a VignificanW UiVk Wo pUiYac\.1 SimilaUl\, 

CNBC pXbliVhed an aUWicle in 2019 in Zhich iW obVeUYed WhaW ³[d]e-idenWified paWienW daWa haV 

become iWV oZn Vmall econom\: TheUe¶V a Zhole maUkeW of bUokeUV Zho compile Whe daWa fUom 

pUoYideUV and oWheU healWh-caUe oUgani]aWionV and Vell iW Wo bX\eUV´.2 

IP AGGUHVVHV AUH PHUVRQDOO\ IGHQWLILDEOH IQIRUPDWLRQ 

41. On infoUmaWion and belief, DefendanW alVo diVcloVed and Vold PlainWiff¶V and ClaVV 

MembeUV¶ CompXWeU IP addUeVVeV. AccoUding Wo Whe FTC InYeVWigaWion, iW ZaV Whe agenc\¶V 

impUeVVion WhaW DefendanW collecWed a conVXmeU¶V IP AddUeVV aV an IdenWifieU. E[. A aW 2.  

42. An IP addUeVV iV a XniTXe nXmbeU WhaW idenWifieV Whe addUeVV of a deYice connecWed 

Wo Whe InWeUneW and iW iV XVed Wo idenWif\ and UoXWe commXnicaWionV on Whe InWeUneW. IP addUeVVeV of 

indiYidXal InWeUneW XVeUV aUe XVed b\ InWeUneW VeUYice pUoYideUV, ZebViWeV, and WhiUd-paUW\ WUacking 

companieV Wo faciliWaWe and WUack InWeUneW commXnicaWionV. 

 
1 Adam TanneU, HoZ YoXU Medical DaWa FXelV a Hidden MXlWi-Billion DollaU IndXVWU\, Time Maga]ine 
(JanXaU\ 9, 2017), aYailable aW: hWWpV://Wime.com/4588104/medical-daWa-indXVWU\/ (laVW acceVVed ApUil 7, 
2023). 
2 ChUiVWina FaUU, HoVSiWal e[ecV Va\ Whe\ aUe geWWing flooded ZiWh UeTXeVWV foU \oXU healWh daWa, CNBC 
(DecembeU 18, 2019), aYailable aW: hWWpV://ZZZ.cnbc.com/2019/12/18/hoVpiWal-e[ecV-Va\-Whe\Ue-flooded-
ZiWh-UeTXeVWV-foU-\oXU-healWh-daWa.hWml (laVW acceVVed ApUil 7, 2023). 
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43.  HIPAA conVideUV an indiYidXal¶V IP addUeVV Wo be peUVonall\ idenWifiable 

infoUmaWion: 

x HIPAA defineV peUVonall\ idenWifiable infoUmaWion Wo inclXde ³an\ XniTXe 
idenWif\ing nXmbeU, chaUacWeUiVWic oU code´ and Vpecificall\ liVWV Whe e[ample of IP 
19 addUeVVeV. See 45 C.F.R. � 164.514 (2). 

x  HIPAA fXUWheU declaUeV infoUmaWion aV peUVonall\ idenWifiable ZheUe Whe coYeUed 
enWiW\ haV ³acWXal knoZledge WhaW Whe infoUmaWion Wo idenWif\ an indiYidXal Zho iV a 
VXbjecW of Whe infoUmaWion.´ 45 C.F.R. � 164.514(2)(ii); See alVo, 45 C.F.R. 
� 164.514(b)(2)(i)(O). 
 

44. ConVeTXenWl\, b\ diVcloVing IP addUeVVeV, DefendanW¶V bXVineVV pUacWiceV YiolaWed 

HIPAA. 

DHIHQGDQW VLRODWHG IQGXVWU\ SWDQGDUGV 

45. The medical pUoYideU¶V dXW\ of confidenWialiW\ iV deepl\ embedded in Whe UXleV and 

WUadiWionV of Whe medical pUofeVVion and iW foUmV Whe backbone of Whe ph\Vician-paWienW and 

hoVpiWal-paWienW UelaWionVhip. 

46.  The AmeUican Medical AVVociaWion¶V (³AMA´) Code of Medical EWhicV conWainV 

nXmeUoXV UXleV pUoWecWing Whe pUiYac\ of paWienW daWa and commXnicaWionV. 

47.  AMA Code of EWhicV Opinion 3.1.1 pUoYideV: 

PUoWecWing infoUmaWion gaWheUed in aVVociaWion ZiWh Whe caUe of Whe paWienW iV a coUe YalXe 
in healWh caUe« PaWienW pUiYac\ encompaVVeV a nXmbeU of aVpecWV, inclXding, « peUVonal 
daWa (infoUmaWional pUiYac\). 

48.  AMA Code of Medical EWhicV Opinion 3.2.4 pUoYideV: 

InfoUmaWion gaWheUed and UecoUded in aVVociaWion ZiWh Whe caUe of Whe paWienW iV confidenWial. 
PaWienWV aUe enWiWled Wo e[pecW WhaW Whe VenViWiYe peUVonal infoUmaWion Whe\ diYXlge Zill be 
XVed Volel\ Wo enable WheiU ph\Vician Wo moVW effecWiYel\ pUoYide needed VeUYiceV. 
DiVcloVing infoUmaWion foU commeUcial pXUpoVeV ZiWhoXW conVenW XndeUmineV WUXVW, 
YiolaWeV pUincipleV of infoUmed conVenW and confidenWialiW\, and ma\ haUm Whe inWegUiW\ of 
Whe paWienW-ph\Vician UelaWionVhip. Ph\VicianV Zho pUopoVe Wo peUmiW WhiUd-paUW\ acceVV Wo 
Vpecific paWienW infoUmaWion foU commeUcial pXUpoVeV VhoXld: (A) Onl\ pUoYide daWa WhaW 
haV been de- idenWified. [and] (b) FXll\ infoUm each paWienW ZhoVe UecoUd ZoXld be inYolYed 
(oU Whe paWienW¶V aXWhoUi]ed VXUUogaWe Zhen Whe indiYidXal lackV deciVion-making capaciW\ 
aboXW Whe pXUpoVeV foU Zhich acceVV ZoXld be gUanWed. 

Case 3:23-cv-01839-RS   Document 1   Filed 04/14/23   Page 13 of 29



  
 

 
CLASS ACTION COMPLAINT  

14 

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

49.  AMA Code of Medical EWhicV Opinion 3.3.2 pUoYideV:  

InfoUmaWion gaWheUed and UecoUded in aVVociaWion ZiWh Whe caUe of a paWienW iV confidenWial, 
UegaUdleVV of Whe foUm in Zhich iW iV collecWed oU VWoUed. Ph\VicianV Zho collecW oU VWoUe 
paWienW infoUmaWion elecWUonicall\«mXVW«: . . . (c) UeleaVe paWienW infoUmaWion onl\ in 
keeping eWhicV gXidelineV foU confidenWialiW\. 

50. The DefendanW, deVpiWe being a menWal healWhcaUe pUoYideU, failed Wo folloZ an\ of 

WheVe UXleV and cXVWomV Wo VafegXaUd iWV SaWienWV¶ VenViWiYe peUVonal infoUmaWion and healWh 

infoUmaWion. 

PLAINTIFF¶S E;PERIENCE :ITH DEFENDANT¶S :EBSITE 

PODLQWLII R.S.¶V E[SHULHQFH 

51. PlainWiff R.S. XVed DefendanW¶V coXnVeling VeUYiceV once in Ma\, 2021 Yia hiV 

VmaUWphone. 

52. He filled oXW Whe inWake TXeVWionnaiUe and noWed Whe DefendanW¶V pUomiVeV Wo keep 

WhiV infoUmaWion confidenWial and paid foU DefendanW¶V VeUYiceV. 

53. PlainWiff R.S. Uead and Uelied Xpon DefendanW¶V UepUeVenWaWionV conceUning iWV 

commiWmenW Wo mainWaining Whe confidenWialiW\ of PUiYaWe InfoUmaWion commXnicaWed b\ 

conVXmeUV Yia DefendanW¶V Zeb plaWfoUmV. Had PlainWiff R.S. knoZn WhaW DefendanW ZoXld noW 

mainWain hiV infoUmaWion aV pUiYaWe and confidenWial, he ZoXld noW haYe pXUchaVed DefendanW¶V 

VeUYiceV oU ZoXld haYe paid leVV foU Whem. 

54. PlainWiff R.S. UeaVonabl\ e[pecWed WhaW hiV commXnicaWionV ZiWh DefendanW Yia Whe 

WebViWe and app ZeUe confidenWial, Volel\ beWZeen himVelf and DefendanW and hiV WheUapiVW, and 

WhaW VXch commXnicaWionV ZoXld noW be diVcloVed Wo a WhiUd paUW\. 

55. On infoUmaWion and belief and baVed on DefendanW¶V VWandaUd pUacWiceV aV deVcUibed 

heUein and in Whe FTC complainW, DefendanW diVcloVed PlainWiff R.S.¶V PUiYaWe InfoUmaWion and 

Case 3:23-cv-01839-RS   Document 1   Filed 04/14/23   Page 14 of 29



  
 

 
CLASS ACTION COMPLAINT  

15 

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

commXnicaWionV Wo WhiUd paUWieV, inclXding Zhen he compleWed hiV inWake TXeVWionnaiUe on 

DefendanW¶V WebViWe. 

56. ThUoXgh Whe pUoceVV deWailed in WhiV ComplainW, DefendanW diVcloVed PlainWiff 

R.S.¶V commXnicaWionV and PUiYaWe InfoUmaWion, inclXding WhoVe WhaW conWained peUVonall\ 

idenWifiable infoUmaWion, pUoWecWed healWh infoUmaWion, and UelaWed confidenWial infoUmaWion, Wo 

WhiUd paUWieV. DefendanW neYeU diVcloVed Wo PlainWiff R.S. WhaW iW ZoXld diVcloVe, Vell, oU oWheUZiVe 

VhaUe hiV PUiYaWe InfoUmaWion ZiWh WhiUd paUWieV. InVWead, DefendanW diVcloVed PlainWiff R.S.¶V 

PUiYaWe InfoUmaWion ZiWhoXW hiV knoZledge, conVenW, oU e[pUeVV ZUiWWen aXWhoUi]aWion. 

57. PlainWiff R.S. haV an acWiYe Facebook accoXnW WhaW he acceVVeV on hiV compXWeU and 

VmaUWphone. PlainWiff R.S. alVo haV acWiYe accoXnWV ZiWh InVWagUam and SnapchaW WhaW he acceVVeV 

on hiV compXWeU and VmaUWphone. 

58.  On infoUmaWion and belief, infoUmaWion diVcloVed b\ DefendanW Wo Facebook 

inclXded PlainWiff R.S.¶V Facebook ID and alloZed Facebook Wo link hiV PUiYaWe InfoUmaWion Wo hiV 

Facebook accoXnW, alloZing Facebook Wo WaUgeW adV Wo PlainWiff R.S. 

59. ThXV, DefendanW miVUepUeVenWed Whe manneU in Zhich iW handled PlainWiff R.S.¶V 

PUiYaWe InfoUmaWion and XnlaZfXll\ diVcloVed PlainWiff R.S.¶V PUiYaWe InfoUmaWion. 

CLASS ACTION ALLEGATIONS 

60. PlainWiff bUingV WhiV acWion on hiV oZn behalf, and on behalf of a naWionZide claVV 

pXUVXanW Wo FedeUal RXleV of CiYil PUocedXUe, RXleV 23(a), 23(b)(2), 23(b)(3), and/oU 23(c)(4). 

The NaWionZide ClaVV  

All indiYidXalV UeViding in Whe UniWed SWaWeV ZhoVe PUiYaWe InfoUmaWion ZaV 
diVcloVed Wo a WhiUd paUW\ ZiWhoXW aXWhoUi]aWion oU conVenW WhUoXgh a 
BeWWeUHelp WebViWe oU App (inclXding, bXW noW limiWed Wo, beWWeUhelp.com, 
WeencoXneling.com, faiWhfXlcoXnVeling.com, pUidecoXnVeling.com, and 
Uegain.XV). 
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61. In Whe alWeUnaWiYe Wo Whe NaWionZide ClaVV, and pXUVXanW Wo FedeUal RXleV of CiYil 

PUocedXUe, RXle 23(c)(5), PlainWiff VeekV Wo UepUeVenW Whe folloZing SWaWe ClaVV: 

The CalifoUnia ClaVV 
 
All indiYidXalV Zho aUe UeVidenWV of Whe SWaWe of CalifoUnia ZhoVe PUiYaWe 
InfoUmaWion ZaV diVcloVed Wo a WhiUd paUW\ ZiWhoXW aXWhoUi]aWion oU conVenW WhUoXgh 
a BeWWeUHelp WebViWe oU App (inclXding, bXW noW limiWed Wo, beWWeUhelp.com, 
WeencoXnVeling.com, faiWhfXlcoXnVeling.com, pUidecoXnVeling.com, and Uegain.XV). 
 

62. E[clXded fUom Whe ClaVVeV aUe DefendanW, iWV agenWV, affiliaWeV, paUenWV, 

VXbVidiaUieV, an\ enWiW\ in Zhich DefendanW haV a conWUolling inWeUeVW, an\ DefendanW officeU oU 

diUecWoU, an\ VXcceVVoU oU aVVign, and an\ JXdge Zho adjXdicaWeV WhiV caVe, inclXding WheiU VWaff 

and immediaWe famil\. 

63.  PlainWiff UeVeUYeV Whe UighW Wo modif\ oU amend Whe definiWion of Whe pUopoVed 

claVVeV befoUe Whe CoXUW deWeUmineV ZheWheU ceUWificaWion iV appUopUiaWe. 

64. NXmeUoViW\: Upon infoUmaWion and belief, Whe ClaVV iV Vo nXmeUoXV WhaW joindeU of 

all membeUV iV impUacWicable. While Whe e[acW nXmbeU and idenWiWieV of indiYidXal membeUV of Whe 

ClaVV aUe XnknoZn aW WhiV Wime, VXch infoUmaWion being in Whe Vole poVVeVVion of DefendanW and 

obWainable b\ PlainWiff onl\ WhUoXgh Whe diVcoYeU\ pUoceVV, PlainWiff belieYeV, and on WhaW baViV 

allegeV, WhaW millionV of indiYidXalV compUiVe Whe ClaVV baVed on Whe nXmbeU of indiYidXalV UepoUWed 

Wo haYe Vigned Xp foU Whe DefendanW¶V VeUYice. The membeUV of Whe ClaVV Zill be idenWifiable 

WhUoXgh infoUmaWion and UecoUdV in DefendanW¶V poVVeVVion, cXVWod\, and conWUol. 

65.  CommonaliW\, Fed. R. CiY. P. 23(a)(2) and (b)(3). QXeVWionV of laZ and facW 

common Wo each ClaVV e[iVW and pUedominaWe oYeU an\ TXeVWionV affecWing onl\ indiYidXal ClaVV 

MembeUV. TheVe inclXde: 

a. WheWheU and Wo ZhaW e[WenW DefendanW had a dXW\ Wo pUoWecW PlainWiff¶V and 
ClaVV MembeUV¶ PII and PHI; 
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b. WheWheU DefendanW had dXWieV noW Wo diVcloVe Whe PII and PHI of PlainWiff 
and ClaVV MembeUV Wo XnaXWhoUi]ed WhiUd paUWieV; 

 
c. WheWheU DefendanW YiolaWed iWV PUiYac\ PolicieV b\ diVcloVing PlainWiff¶V 

and ClaVV MembeUV¶ PUiYaWe InfoUmaWion Wo Facebook, SnapchaW, PinWeUeVW, 
CUiWeo, and/oU addiWional WhiUd paUWieV; 

 
d. WheWheU DefendanW adeTXaWel\, pUompWl\, and accXUaWel\ infoUmed PlainWiff 

and ClaVV MembeUV WhaW WheiU PUiYaWe InfoUmaWion ZoXld be diVcloVed Wo 
WhiUd paUWieV; 

 
e. WheWheU DefendanW YiolaWed Whe laZ b\ failing Wo pUompWl\ noWif\ PlainWiff 

and ClaVV MembeUV WhaW WheiU PUiYaWe InfoUmaWion had been compUomiVed; 
 
f. WheWheU DefendanW adeTXaWel\ addUeVVed and fi[ed Whe pUacWiceV Zhich 

peUmiWWed Whe diVcloVXUe of paWienW PUiYaWe InfoUmaWion; 
 
g. WheWheU DefendanW engaged in XnfaiU, XnlaZfXl, oU decepWiYe pUacWiceV b\ 

failing Wo VafegXaUd PlainWiff¶V and ClaVV MembeUV¶ PUiYaWe InfoUmaWion; 
 
h. WheWheU DefendanW YiolaWed Whe conVXmeU pUoWecWion VWaWXWeV inYoked 

heUein;  
 
i. WheWheU PlainWiff and ClaVV MembeUV aUe enWiWled Wo acWXal, conVeTXenWial, 

and/oU nominal damageV aV a UeVXlW of DefendanW¶V ZUongfXl condXcW; 
 
j. WheWheU DefendanW knoZingl\ made falVe UepUeVenWaWionV aV Wo iWV daWa 

VecXUiW\ and/oU PUiYac\ PolicieV pUacWiceV; and 
 
k. WheWheU DefendanW knoZingl\ omiWWed maWeUial UepUeVenWaWionV ZiWh 

UeVpecW Wo iWV daWa VecXUiW\ and/oU PUiYac\ PolicieV pUacWiceV. 

66. T\picaliW\: All of PlainWiff¶V claimV aUe W\pical of Whe claimV of Whe ClaVV Vince 

PlainWiff and all membeUV of Whe ClaVV had WheiU PUiYaWe InfoUmaWion ZUongfXll\ diVcloVed b\ 

DefendanW. PlainWiff and Whe membeUV of Whe ClaVV VXVWained damageV aV a UeVXlW of DefendanW¶V 

XnifoUm ZUongfXl condXcW.  

67. AdeTXac\: PlainWiff iV an adeTXaWe UepUeVenWaWiYe becaXVe hiV inWeUeVWV do noW 

maWeUiall\ oU iUUeconcilabl\ conflicW ZiWh Whe inWeUeVWV of Whe ClaVV he VeekV Wo UepUeVenW, he haV 

UeWained coXnVel compeWenW and highl\ e[peUienced in comple[ claVV acWion liWigaWion, and inWendV 
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Wo pUoVecXWe WhiV acWion YigoUoXVl\. PlainWiff and hiV coXnVel Zill faiUl\ and adeTXaWel\ pUoWecW Whe 

inWeUeVWV of Whe ClaVV. NeiWheU PlainWiff noU hiV coXnVel haYe an\ inWeUeVWV WhaW aUe anWagoniVWic Wo 

Whe inWeUeVWV of oWheU membeUV of Whe ClaVV. 

68. SXpeUioUiW\: A claVV acWion iV VXpeUioU Wo all oWheU aYailable meanV of faiU and 

efficienW adjXdicaWion of Whe claimV of PlainWiff and Whe ClaVV. The injXU\ VXffeUed b\ each 

indiYidXal ClaVV membeU iV UelaWiYel\ Vmall in compaUiVon Wo Whe bXUden and e[penVe of indiYidXal 

pUoVecXWion of Whe comple[ and e[WenViYe liWigaWion neceVViWaWed b\ DefendanW¶V condXcW. IW ZoXld 

be YiUWXall\ impoVVible foU membeUV of Whe ClaVV indiYidXall\ Wo effecWiYel\ UedUeVV Whe ZUongV 

done Wo Whem. EYen if Whe membeUV of Whe ClaVV coXld affoUd VXch indiYidXal liWigaWion, Whe coXUW 

V\VWem coXld noW. IndiYidXali]ed liWigaWion pUeVenWV a poWenWial foU inconViVWenW oU conWUadicWoU\ 

jXdgmenWV. IndiYidXali]ed liWigaWion incUeaVeV Whe dela\ and e[penVe Wo all paUWieV and Wo Whe coXUW 

V\VWem pUeVenWed b\ Whe comple[ legal and facWXal iVVXeV of Whe caVe. B\ conWUaVW, Whe claVV acWion 

deYice pUeVenWV faU feZeU managemenW difficXlWieV, and pUoYideV Whe benefiWV of Vingle adjXdicaWion, 

econom\ of Vcale, and compUehenViYe VXpeUYiVion b\ a Vingle coXUW. MembeUV of Whe ClaVV can be 

Ueadil\ idenWified and noWified baVed on, inWeU alia, DefendanW¶V UecoUdV and daWabaVeV.  

COUNT I 
BREACH OF IMPLIED CONTRACT 
(OQ EHKDOI RI PODLQWLII DQG WKH CODVV) 

 
69. PlainWiff incoUpoUaWeV and UeallegeV all allegaWionV aboYe aV if fXll\ VeW foUWh heUein.  

70. When PlainWiff and ClaVV MembeUV pUoYided WheiU PUiYaWe InfoUmaWion Wo DefendanW 

in e[change foU VeUYiceV, Whe\ enWeUed inWo an implied conWUacW pXUVXanW Wo Zhich DefendanW agUeed 

Wo VafegXaUd and noW diVcloVe WheiU PUiYaWe InfoUmaWion ZiWhoXW conVenW. 

71. PlainWiff and ClaVV MembeUV accepWed DefendanW¶V offeUV and pUoYided WheiU PUiYaWe 

InfoUmaWion Wo DefendanW. 
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72. PlainWiff and ClaVV MembeUV ZoXld noW haYe enWUXVWed DefendanW ZiWh WheiU PUiYaWe 

InfoUmaWion in Whe abVence of an implied conWUacW beWZeen Whem and DefendanW obligaWing 

DefendanW Wo noW diVcloVe PUiYaWe InfoUmaWion ZiWhoXW conVenW. 

73. DefendanW bUeached WheVe implied conWUacWV b\ diVcloVing PlainWiff¶V and ClaVV 

MembeUV¶ PUiYaWe InfoUmaWion Wo WhiUd paUWieV, inclXding Facebook, SnapchaW, PinWeUeVW, and 

CUiWeo. 

74. AV a diUecW and pUo[imaWe UeVXlW of DefendanW¶V bUeacheV of WheVe implied conWUacWV, 

PlainWiff and ClaVV MembeUV VXVWained damageV aV alleged heUein. PlainWiff and ClaVV MembeUV 

ZoXld noW haYe XVed DefendanW¶V VeUYiceV, oU ZoXld haYe paid VXbVWanWiall\ foU WheVe VeUYiceV, had 

Whe\ knoZn WheiU PUiYaWe InfoUmaWion ZoXld be diVcloVed. 

75. PlainWiff and ClaVV MembeUV aUe enWiWled Wo compenVaWoU\ and conVeTXenWial 

damageV aV a UeVXlW of DefendanW¶V bUeach of implied conWUacW. 

COUNT II 
VIOLATION OF CALIFORNIA UNFAIR COMPETITION LA: 

CDO. BXV. & PURI. CRGH � 17200 
(OQ EHKDOI RI PODLQWLII DQG WKH CODVV) 

 
76. PlainWiff incoUpoUaWeV and UeallegeV all allegaWionV aboYe aV if fXll\ VeW foUWh heUein. 

77. ThiV CoXnW iV plead in Whe alWeUnaWiYe Wo Whe bUeach of conWUacW coXnW aboYe. 

78. CalifoUnia¶V UnfaiU CompeWiWion LaZ (³UCL´) pUohibiWV an\ ³XnlaZfXl, XnfaiU, oU 

fUaXdXlenW bXVineVV acW oU pUacWice and XnfaiU, decepWiYe, XnWUXe oU miVleading adYeUWiVing.´ Cal. 

BXV. & PUof. Code � 17200. 

79. DefendanW engaged in XnlaZfXl bXVineVV pUacWiceV in connecWion ZiWh iWV diVcloVXUe 

of PlainWiff¶V and ClaVV MembeUV¶ PUiYaWe InfoUmaWion Wo XnUelaWed WhiUd paUWieV, inclXding 

Facebook, SnapchaW, PinWeUeVW, and CUiWeo, in YiolaWion of Whe UCL.  
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80. DefendanW YiolaWed Whe ³XnlaZfXl´ pUong of Whe UCL b\ YiolaWing, inWeU alia, 

PlainWiff¶V and ClaVV MembeU¶V conVWiWXWional UighWV Wo pUiYac\, VWaWe and fedeUal pUiYac\ VWaWXWeV, 

and VWaWe conVXmeU pUoWecWion VWaWXWeV, VXch aV HIPAA and Whe CalifoUnia ConfidenWialiW\ of 

InfoUmaWion AcW (³CMIA´). DefendanW alVo YiolaWed Whe XnlaZfXl pUong of Whe UCL b\ 

diVVeminaWing falVe and miVleading VWaWemenWV UegaUding iWV pUiYac\ pUacWiceV in YiolaWion of 

CalifoUnia¶V FalVe AdYeUWiVing LaZV. 

81. DefendanW¶V acWV, omiVVionV, and condXcW alVo YiolaWe Whe XnfaiU pUong of Whe UCL 

becaXVe WhoVe acWV, omiVVionV, and condXcW, aV alleged heUein, offended pXblic polic\ (inclXding 

Whe afoUemenWioned fedeUal and VWaWe pUiYac\ VWaWXWeV and VWaWe conVXmeU pUoWecWion VWaWXWeV, VXch 

aV HIPAA and CMIA and conVWiWXWe immoUal, XneWhical, oppUeVViYe, and XnVcUXpXloXV acWiYiWieV 

WhaW caXVed VXbVWanWial injXU\, inclXding Wo PlainWiff and ClaVV MembeUV. 

82. DefendanW¶V acWV, omiVVionV, and condXcW alVo YiolaWe Whe fUaXdXlenW pUong of Whe 

UCL becaXVe DefendanW made maWeUial miVUepUeVenWaWionV and omiVVionV of facW Wo indXce 

PlainWiff and ClaVV MembeUV Wo pXUchaVe DefendanW¶V VeUYiceV ZiWhoXW diVcloVing WhaW DefendanW 

VhaUed, XVed, and Vold PlainWiff¶V and ClaVV MembeUV¶ PUiYaWe InfoUmaWion and ZiWhoXW obWaining 

conVenW. DefendanW¶V acWV, omiVVionV, nondiVcloVXUeV, and miVleading VWaWemenWV aV alleged heUein 

ZeUe and aUe falVe, miVleading, and likel\ Wo deceiYe Whe conVXming pXblic. 

83. PlainWiff YieZed and Uelied Xpon DefendanW¶V UepUeVenWaWionV conceUning Whe 

confidenWialiW\ of infoUmaWion pUoYided b\ PlainWiff and ClaVV MembeUV Wo DefendanW. Had 

DefendanW diVcloVed WhaW iW VhaUed PUiYaWe InfoUmaWion ZiWh WhiUd paUWieV, PlainWiff ZoXld noW haYe 

pXUchaVed DefendanW¶V VeUYiceV oU ZoXld haYe paid conVideUabl\ leVV foU WhoVe VeUYiceV. 

84. DefendanW¶V condXcW alVo conVWiWXWeV ³XnfaiU´ condXcW. The haUm caXVed b\ Whe 

DefendanW¶V condXcW oXWZeighV an\ poWenWial benefiWV aWWUibXWable Wo VXch condXcW and WheUe ZeUe 
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UeaVonabl\ aYailable alWeUnaWiYeV Wo fXUWheU DefendanW¶V legiWimaWe bXVineVV inWeUeVWV oWheU Whan 

DefendanW¶V condXcW deVcUibed heUein. 

85. The acWV, omiVVionV, and condXcW of DefendanW ZeUe conWUolled, diUecWed, and 

emanaWed fUom iWV CalifoUnia headTXaUWeUV. 

86. The acWV, omiVVionV, and condXcW of DefendanW aV alleged heUein conVWiWXWe 

³bXVineVV pUacWiceV´ ZiWhin Whe meaning of Whe UCL. 

87. AV UeVXlW of DefendanW¶V YiolaWionV of Whe UCL, PlainWiff and ClaVV MembeUV haYe 

VXffeUed injXU\ in facW and loVW mone\ oU pUopeUW\, inclXding bXW noW limiWed Wo pa\menWV Wo 

DefendanW and/oU oWheU YalXable conVideUaWion, e.g., acceVV Wo WheiU pUiYaWe and peUVonal daWa. The 

XnaXWhoUi]ed acceVV Wo PlainWiff¶V and ClaVV MembeUV¶ pUiYaWe and peUVonal daWa alVo haV 

diminiVhed Whe YalXe of WhaW infoUmaWion. 

COUNT III 
VIOLATION OF CALIFORNIA FALSE ADVERTISING LA: 

CDO. BXV. & PURI. CRGH � 17500 
(OQ EHKDOI RI PODLQWLII DQG WKH CODVV) 

 
88. PlainWiff incoUpoUaWeV and UeallegeV all allegaWionV aboYe aV if fXll\ VeW foUWh heUein. 

89. ThiV CoXnW iV plead in Whe alWeUnaWiYe Wo Whe bUeach of conWUacW coXnW aboYe. 

90. The acWV, omiVVionV, and condXcW of DefendanW ZeUe conWUolled, diUecWed, and 

emanaWed fUom iWV CalifoUnia headTXaUWeUV.  

91. CalifoUnia¶V FalVe AdYeUWiVing LaZ, Cal. BXV. & PUof. Code � 17500, eW VeT., makeV 

iW ³XnlaZfXl foU an\ peUVon Wo make oU diVVeminaWe oU caXVe Wo be made oU diVVeminaWed befoUe Whe 

pXblic in WhiV VWaWe, . . . in an\ adYeUWiVing deYice . . . oU in an\ oWheU manneU oU meanV ZhaWeYeU, 

inclXding oYeU Whe InWeUneW, an\ VWaWemenW, conceUning . . . peUVonal pUopeUW\ oU VeUYiceV, 

pUofeVVional oU oWheUZiVe, oU peUfoUmance oU diVpoViWion WheUeof, Zhich iV XnWUXe oU miVleading 
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and Zhich iV knoZn, oU Zhich b\ Whe e[eUciVe of UeaVonable caUe VhoXld be knoZn, Wo be XnWUXe oU 

miVleading.´ 

92. DefendanW commiWWed acWV of falVe adYeUWiVing, aV defined b\ � 17500, b\ 

inWenWionall\ making and diVVeminaWing VWaWemenWV Wo conVXmeUV in CalifoUnia and Whe geneUal 

pXblic conceUning DefendanW¶V pUodXcWV and VeUYiceV, aV Zell aV ciUcXmVWanceV and facWV connecWed 

Wo VXch pUodXcWV and VeUYiceV, Zhich aUe XnWUXe and miVleading on WheiU face and b\ omiVVion, and 

Zhich aUe knoZn (oU Zhich b\ Whe e[eUciVe of UeaVonable caUe VhoXld be knoZn) b\ DefendanW Wo 

be XnWUXe oU miVleading. DefendanW alVo inWenWionall\ made oU diVVeminaWed VXch XnWUXe oU 

miVleading VWaWemenWV and maWeUial omiVVionV Wo conVXmeUV in CalifoUnia and Wo Whe pXblic aV paUW 

of a plan oU Vcheme ZiWh inWenW noW Wo Vell WhoVe VeUYiceV aV adYeUWiVed. 

93. DefendanW¶V VWaWemenWV inclXde bXW aUe noW limiWed Wo UepUeVenWaWionV and omiVVionV 

made Wo conVXmeUV in Whe inWake TXeVWionnaiUe and pUiYac\ polic\ UegaUding DefendanW¶V 

commiWmenW Wo mainWain Whe pUiYac\ of PUiYaWe InfoUmaWion and noW Wo diVcloVe PUiYaWe InfoUmaWion 

Wo WhiUd paUWieV. SXch UepUeVenWaWionV and omiVVionV conVWiWXWe falVe and decepWiYe adYeUWiVemenWV. 

94. PlainWiff YieZed and Uelied Xpon DefendanW¶V UepUeVenWaWionV conceUning Whe 

confidenWialiW\ of infoUmaWion pUoYided b\ PlainWiff and ClaVV MembeUV Wo DefendanW. Had 

DefendanW diVcloVed WhaW iW VhaUed PUiYaWe InfoUmaWion ZiWh WhiUd paUWieV, PlainWiff ZoXld noW haYe 

pXUchaVed DefendanW¶V VeUYiceV oU ZoXld haYe paid conVideUabl\ leVV foU WhoVe VeUYiceV. 

95. DefendanW¶V acWionV in YiolaWion of � 17500, aV deVcUibed heUein, ZeUe falVe and 

miVleading VXch WhaW Whe geneUal pXblic iV and ZaV likel\ Wo be deceiYed. PlainWiff and ClaVV 

MembeUV ZeUe deceiYed b\ DefendanW¶V VWaWemenWV and omiVVionV made online Zhen Whe\ Vigned 

Xp and VWaUWed pa\ing foU DefendanW¶V VeUYiceV, and WheUe iV a VWUong pUobabiliW\ WhaW conVXmeUV 

and membeUV of Whe pXblic ZeUe alVo oU aUe likel\ Wo be deceiYed aV Zell. An\ UeaVonable conVXmeU 

Case 3:23-cv-01839-RS   Document 1   Filed 04/14/23   Page 22 of 29



  
 

 
CLASS ACTION COMPLAINT  

23 

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

ZoXld be miVled b\ DefendanW¶V falVe and miVleading VWaWemenWV and maWeUial omiVVionV. PlainWiff 

and oWheU membeUV of Whe ClaVV did noW leaUn of DefendanW¶V diVcloVXUe of WheiU PUiYaWe InfoUmaWion 

XnWil afWeU Whe\ had alUead\ Vigned Xp and paid foU DefendanW¶V VeUYiceV and Whe FTC VeWWlemenW 

ZaV annoXnced. The\ Uelied on DefendanW¶V VWaWemenWV and omiVVionV Wo WheiU deWUimenW. 

96. PlainWiff and Whe ClaVV loVW mone\ oU pUopeUW\ aV a UeVXlW of DefendanW¶V FAL 

YiolaWionV becaXVe Whe\ ZoXld noW haYe pXUchaVed DefendanW¶V VeUYiceV on Whe Vame WeUmV if Whe 

WUXe facWV ZeUe knoZn aboXW Whe pUodXcW and Whe VeUYiceV do noW haYe Whe chaUacWeUiVWicV pUomiVed 

b\ DefendanW. PlainWiff, indiYidXall\ and on behalf of all VimilaUl\ ViWXaWed conVXmeUV, VeekV 

indiYidXal, UepUeVenWaWiYe, and pXblic injXncWiYe Uelief and an\ oWheU neceVVaU\ oUdeUV oU jXdgmenWV 

WhaW Zill pUeYenW DefendanW fUom conWinXing ZiWh iWV falVe and decepWiYe adYeUWiVemenWV and 

omiVVionV; UeVWiWXWion WhaW Zill UeVWoUe Whe fXll amoXnW of WheiU mone\ oU pUopeUW\; diVgoUgemenW 

of DefendanW¶V UeleYanW pUofiWV and pUoceedV; and an aZaUd of coVWV and UeaVonable aWWoUne\V¶ feeV. 

COUNT IV  
VIOLATION OF THE CALIFORNIA CONFIDENTIALIT< OF MEDICAL 

INFORMATION ACT 
CDO. CLY. CRGH � 56, eW Veq. 

(OQ EHKDOI RI PODLQWLII DQG WKH CODVV) 
 

97. PlainWiff incoUpoUaWeV and UeallegeV all allegaWionV aboYe aV if fXll\ VeW foUWh heUein  

98. The CalifoUnia ConfidenWialiW\ of Medical InfoUmaWion AcW (³CMIA´), Cal. CiY. 

Code � 56, eW VeT., pUohibiWV healWh caUe pUoYideUV fUom diVcloVing medical infoUmaWion UelaWing Wo 

WheiU paWienWV ZiWhoXW a paWienW¶V aXWhoUi]aWion. ³Medical infoUmaWion´ UefeUV Wo ³an\ indiYidXall\ 

idenWifiable infoUmaWion, in elecWUonic oU ph\Vical foUm, in poVVeVVion of oU deUiYed fUom a pUoYideU 

of healWh caUe« UegaUding a paWienW¶V medical hiVWoU\, menWal oU ph\Vical condiWion, oU WUeaWmenW. 

'IndiYidXall\ IdenWifiable' meanV WhaW Whe medical infoUmaWion inclXdeV oU conWainV an\ elemenW of 
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peUVonal idenWif\ing infoUmaWion VXfficienW Wo alloZ idenWificaWion of Whe indiYidXal...´ Cal. CiY. 

Code � 56.05. 

99. DefendanW iV a healWhcaUe pUoYideU aV defined b\ Cal. CiY. Code � 56.06. 

100. PlainWiff and ClaVV MembeUV aUe paWienWV, and, aV a healWh caUe pUoYideU, DefendanW 

haV an ongoing obligaWion Wo compl\ ZiWh Whe CMIA¶V UeTXiUemenWV. 

101. AV VeW foUWh aboYe, nameV, addUeVVeV, Welephone nXmbeUV, email addUeVVeV, deYice 

idenWifieUV, Zeb URLV, InWeUneW PUoWocol (IP) addUeVVeV, and oWheU chaUacWeUiVWicV WhaW can XniTXel\ 

idenWif\ PlainWiff and ClaVV membeUV aUe WUanVmiWWed in combinaWion ZiWh paWienW menWal healWh 

conceUnV, WUeaWmenW(V) VoXghW, medicaWionV, and ZheWheU Whe paWienW iV VXffeUing fUom an[ieW\, 

depUeVVion, oU a nXmbeU of oWheU menWal healWh V\mpWomV. ThiV pUoWecWed healWh infoUmaWion and 

peUVonall\ idenWifiable infoUmaWion conVWiWXWeV confidenWial infoUmaWion XndeU Whe CMIA. ThiV 

infoUmaWion iV collecWed, UecoUded, and VWoUed b\ DefendanW and inWenWionall\ diVcloVed Wo WhiUd 

paUWieV ZiWhoXW PlainWiff¶V and ClaVV MembeUV¶ knoZledge oU conVenW. 

102. Facebook ID iV alVo an idenWifieU VXfficienW Wo alloZ idenWificaWion of an indiYidXal. 

Along ZiWh paWienWV' confidenWial PUiYaWe InfoUmaWion, DefendanW diVcloVeV Wo Facebook Whe 

paWienW¶V FID.  

103. PXUVXanW Wo Whe CMIA, Whe infoUmaWion commXnicaWed Wo DefendanW and diVcloVed 

Wo WhiUd paUWieV conVWiWXWeV medical infoUmaWion becaXVe iW iV paWienW infoUmaWion deUiYed fUom a 

healWh caUe pUoYideU UegaUding paWienWV' medical WUeaWmenWV and ph\Vical and menWal condiWionV and 

iV in combinaWion ZiWh indiYidXall\ idenWif\ing infoUmaWion. Cal. CiY. Code � 56.05(i). 

104. AV VeW foUWh aboYe, Facebook and oWheU WhiUd paUWieV YieZ, pUoceVV, and anal\]e Whe 

confidenWial medical infoUmaWion iW UeceiYeV fUom DefendanW and XVeV WhaW PUiYaWe InfoUmaWion foU 

adYeUWiVing and maUkeWing pXUpoVeV. 
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105. AV demonVWUaWed heUeinaboYe, DefendanW failV Wo obWain iWV paWienWV' aXWhoUi]aWion 

foU Whe diVcloVXUe of medical infoUmaWion and failV Wo diVcloVe in iWV WebViWe PUiYac\ Polic\ WhaW iW 

VhaUeV pUoWecWed healWh infoUmaWion ZiWh WhiUd paUWieV foU WheiU maUkeWing pXUpoVeV. 

106. PXUVXanW Wo CMIA SecWion 56.11, a Yalid aXWhoUi]aWion foU diVcloVXUe of medical 

infoUmaWion mXVW be: (1) ³CleaUl\ VepaUaWe fUom an\ oWheU langXage pUeVenW on Whe Vame page and 

iV e[ecXWed b\ a VignaWXUe Zhich VeUYeV no oWheU pXUpoVe Whan Wo e[ecXWe Whe aXWhoUi]aWion;´ (2) 

Vigned and daWed b\ Whe paWienW oU heU UepUeVenWaWiYe; (3) VWaWe Whe name and fXncWion of Whe WhiUd 

paUW\ WhaW UeceiYeV Whe infoUmaWion; (4) VWaWe a Vpecific daWe afWeU Zhich Whe aXWhoUi]aWion e[piUeV. 

AccoUdingl\, Whe infoUmaWion VeW foUWh in DefendanW¶V WebViWe PUiYac\ Polic\ and an\ TeUmV and 

CondiWionV do noW TXalif\ aV a Yalid aXWhoUi]aWion. 

107. BaVed on Whe aboYe, DefendanW iV YiolaWing Whe CMIA b\ diVcloVing iWV paWienWV¶ 

medical infoUmaWion Wo WhiUd paUWieV along ZiWh Whe paWienWV¶ indiYidXall\ idenWif\ing infoUmaWion. 

AccoUdingl\, PlainWiff and ClaVV MembeUV Veek all Uelief aYailable foU DefendanW¶V CMIA 

YiolaWionV. 

108. PlainWiff and ClaVV MembeUV Veek nominal damageV, compenVaWoU\ damageV, 

pXniWiYe damageV, aWWoUne\V¶ feeV and coVWV of liWigaWion foU DefendanW¶V YiolaWion of Whe CMIA. 

COUNT V 
UNJUST ENRICHMENT 

(OQ EHKDOI RI PODLQWLII DQG WKH CODVV) 
 

109. PlainWiff incoUpoUaWeV and UeallegeV all allegaWionV aboYe aV if fXll\ VeW foUWh heUein  

110. ThiV CoXnW iV pleaded in Whe alWeUnaWiYe Wo Whe bUeach of conWUacW coXnW aboYe. 

111. DefendanW benefiWV fUom Whe XVe of PlainWiff¶V and ClaVV MembeUV¶ PUiYaWe 

InfoUmaWion and XnjXVWl\ UeWained WhoVe benefiWV aW WheiU e[penVe. 
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112. PlainWiff and ClaVV MembeUV confeUUed a benefiW Xpon DefendanW in Whe foUm of 

PUiYaWe InfoUmaWion WhaW DefendanW collecWed fUom PlainWiff and ClaVV MembeUV, ZiWhoXW 

aXWhoUi]aWion and pUopeU compenVaWion. DefendanW conVcioXVl\ collecWed and XVed WhiV infoUmaWion 

foU iWV oZn gain, pUoYiding DefendanW ZiWh economic, inWangible, and oWheU benefiWV, inclXding 

VXbVWanWial moneWaU\ compenVaWion. 

113. DefendanW XnjXVWl\ UeWained WhoVe benefiWV aW Whe e[penVe of PlainWiff and ClaVV 

MembeUV becaXVe DefendanW¶V condXcW damaged PlainWiff and ClaVV MembeUV, all ZiWhoXW 

pUoYiding an\ commenVXUaWe compenVaWion Wo PlainWiff and ClaVV MembeUV. 

114. The benefiWV WhaW DefendanW deUiYed fUom PlainWiff and ClaVV MembeUV ZeUe noW 

offeUed b\ PlainWiff and ClaVV MembeUV gUaWXiWoXVl\ and UighWl\ belong Wo PlainWiff and ClaVV 

MembeUV. IW ZoXld be ineTXiWable XndeU XnjXVW enUichmenW pUincipleV in CalifoUnia and eYeU\ oWheU 

VWaWe foU DefendanW Wo be peUmiWWed Wo UeWain an\ of Whe pUofiW oU oWheU benefiWV ZUongl\ deUiYed 

fUom Whe XnfaiU and XnconVcionable meWhodV, acWV, and WUade pUacWiceV alleged in WhiV ComplainW. 

115. DefendanW VhoXld be compelled Wo diVgoUge inWo a common fXnd foU Whe benefiW of 

PlainWiff and ClaVV MembeUV all XnlaZfXl oU ineTXiWable pUoceedV WhaW DefendanW UeceiYed, and 

VXch oWheU Uelief aV Whe CoXUW ma\ deem jXVW and pUopeU.  

COUNT VI 
VIOLATION OF THE CALIFORNIA CONSUMER LEGAL REMEDIES ACT 

CDO. CLYLO CRGH �� 1750 
(OQ EHKDOI RI WKH CDOLIRUQLD CODVV) 

 
116. PlainWiff incoUpoUaWeV and UeallegeV all allegaWionV aboYe aV if fXll\ VeW foUWh heUein 

117. The CalifoUnia ConVXmeU Legal RemedieV AcW (³CLRA´) makeV iW XnlaZfXl foU 

bXVineVVeV Wo engage in XnfaiU oU miVleading acWV Zhen Velling goodV oU VeUYiceV Wo conVXmeUV. 

118. DefendanW commiWWed a miVleading and XnfaiU acW XndeU WhiV AcW Zhen iW 

UepUeVenWed Wo iWV cXVWomeUV, Whe CalifoUnia ClaVV, WhaW all pUiYaWe infoUmaWion and pUiYaWe healWh 
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infoUmaWion Whe\ VhaUed ZiWh DefendanW ZoXld be kepW confidenWial and noW diVcloVed ZiWhoXW 

e[pUeVV aXWhoUi]aWion, Zhile diVcloVing and diVVeminaWing WhiV infoUmaWion Wo WhiUd-paUWieV foU 

adYeUWiVing, UeVeaUch, pecXniaU\, and foU oWheU pXUpoVeV. 

119. DefendanW¶V afoUemenWioned miVleading and XnfaiU acW WUanVpiUed aV paUW of a 

commeUcial WUanVacWion beWZeen iW and Whe CalifoUnia ClaVV dXUing DefendanW¶V inWake pUoceVV foU 

poWenWial neZ cXVWomeUV and dXUing Whe coXUVe of an ongoing bXVineVV UelaWionVhip beWZeen iW and 

iWV cXVWomeUV. 

120. DefendanW¶V afoUemenWioned miVleading and XnfaiU acWV ZeUe commiWWed 

inWenWionall\ and ZeUe noW Whe UeVXlW of an\ bona fide eUUoUV and DefendanW haV, Wo WhiV da\, noW 

made an\ aWWempW Wo coUUecW oU Uemed\ iWV behaYioU.  

121. MembeUV of Whe CalifoUnia ClaVV ZoXld noW haYe paid mone\ foU DefendanW¶V 

VeUYiceV, oU ZoXld haYe paid VXbVWanWiall\ leVV foU Whem, if Whe\ kneZ WhaW Whe VenViWiYe infoUmaWion 

Whe\ VhaUed ZiWh DefendanW ZeUe being diVcloVed Wo WhiUd paUWieV. AV VXch, Whe CalifoUnia ClaVV 

ZeUe damaged b\ DefendanW¶V miVleading and XnfaiU acWion. 

122. On oU aboXW ApUil 12, 2023, PlainWiff pUoYided DefendanW ZiWh noWice of iWV 

YiolaWionV of Whe CLRA pXUVXanW Wo CalifoUnia CiYil Code � 1782(a), and WhXV Veek onl\ injXncWiYe 

Uelief aW WhiV Wime. AfWeU Whe 30-da\ noWice peUiod elapVeV, PlainWiff inWendV Wo amend WhiV ComplainW 

Wo Veek moneWaU\ damageV, inclXding acWXal, UeVWiWXWionaU\, and pXniWiYe damageV. PlainWiff¶V and 

Whe oWheU ClaVV membeUV¶ injXUieV ZeUe pUo[imaWel\ caXVed b\ DefendanW¶V fUaXdXlenW and 

decepWiYe bXVineVV pUacWiceV. TheUefoUe, PlainWiff and Whe CalifoUnia ClaVV membeUV Zill Veek all 

Uelief aYailable XndeU Whe CLRA. 

PRA<ER FOR RELIF 
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WHEREFORE, PlainWiff, indiYidXall\ and on behalf of all membeUV of Whe ClaVV, 

UeVpecWfXll\ UeTXeVWV WhaW WhiV CoXUW enWeU jXdgmenW in hiV faYoU and againVW Whe DefendanW aV 

folloZV: 

A. ThaW Whe CoXUW ceUWif\ WhiV acWion aV a claVV acWion, pUopeU and mainWainable pXUVXanW 
Wo RXle 23 of Whe FedeUal RXleV of CiYil PUocedXUe; declaUe WhaW PlainWiff iV a pUopeU 
claVV UepUeVenWaWiYe; and appoinW PlainWiff¶V CoXnVel aV ClaVV CoXnVel;  

B. ThaW Whe CoXUW gUanW peUmanenW injXncWiYe Uelief Wo pUohibiW DefendanW fUom 
conWinXing Wo engage in Whe XnlaZfXl acWV, omiVVionV, and pUacWiceV deVcUibed 
heUein;  

C. ThaW Whe CoXUW aZaUd PlainWiff and Whe ClaVV MembeUV compenVaWoU\, 
conVeTXenWial, and geneUal damageV in an amoXnW Wo be deWeUmined aW WUial;  

D. ThaW Whe CoXUW aZaUd PlainWiff and Whe ClaVV MembeUV VWaWXWoU\ damageV, and 
pXniWiYe oU e[emplaU\ damageV, Wo Whe e[WenW peUmiWWed b\ laZ;  

E. ThaW Whe CoXUW aZaUd Wo PlainWiff Whe coVWV and diVbXUVemenWV of Whe acWion, along 
ZiWh UeaVonable aWWoUne\V¶ feeV, coVWV, and e[penVeV;  

F. ThaW Whe CoXUW aZaUd pUe- and poVW-jXdgmenW inWeUeVW aW Whe ma[imXm legal UaWe;  

G. ThaW Whe CoXUW aZaUd gUanW all VXch eTXiWable Uelief aV iW deemV pUopeU and jXVW, 
inclXding, bXW noW limiWed Wo, diVgoUgemenW and UeVWiWXWion; and  

H. ThaW Whe CoXUW gUanW all oWheU Uelief aV iW deemV jXVW and pUopeU. 

DEMAND FOR JUR< TRIAL 

/ / 

/ / 

/ / 

/ / 

/ / 

/ / 

/ / 

/ / 
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PlainWiff, indiYidXall\ and on behalf of Whe ClaVV, demandV a WUial b\ jXU\ foU all of Whe 

claimV aVVeUWed in WhiV ComplainW Vo WUiable. 

DaWed: ApUil 14, 2023    ReVpecWfXll\ VXbmiWWed, 

 

/V/ Daniel J. MXlleU    
Daniel J. MXlleU  
VENTURA HERSEY & MULLER, LLP 
 
/V/ Daniel O. HeUUeUa    
Daniel O. HeUUeUa (SUo hac Yice anWicipaWed) 
NickolaV J. Hagman (SUo hac Yice anWicipaWed) 
CAFFERTY CLOBES MERIWETHER 
& SPRENGEL LLP 
 
AWWoUne\V foU PlainWiff and Whe PUoSoVed ClaVV 
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