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Federal Trade Commission
600 Pennsylvania Avenue NW
Washington, DC 20580
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Re: Protecting Kids from Stealth Advertising in Digital Media

Truth in Advertising, Inc. (“TINA.org”) welcomes the opportunity to submit the following
in conjunction with the Federal Trade Commission’s (“Commission,” “Agency” or “FTC”)
May 19, 2022 request for comments regarding its upcoming virtual event on protecting
kids from stealth advertising in digital media.

INTRODUCTION

With their own financial resources, the power to influence their parents’ purchasing
decisions and as future adult consumers, children are a valued target audience for
marketers.! Given children’s predilection for digital media,? advertising dollars directed at
them have followed, with advertisers spending billions of dollars each year on digital
marketing.> Concomitant with these increased digital ad spends has been an increase in the
number of products and services being deceptively marketed* — including those that have
the potential to cause real harm to minors, who are a prime and susceptible target for stealth
digital advertising.’

At the same time, marketplace fairness dictates that children, like any other consumer
group, should be afforded the right to be protected from deceptive advertising in the digital
landscape. To date, not only have regulations lagged behind the ingenuity of advertisers
but a growing body of evidence demonstrates that many children lack the cognitive
capability to recognize and understand blurred content in digital marketing.

Starting from the premise that it is never legally permissible for a company or individual
to deceive children for monetary gain, TINA.org addresses the following issues in this
comment: how a child should be defined for purposes of considering who is entitled to
enhanced protection from stealth marketing in digital media; children’s capacity to identify
and understand advertising; the efficacy of digital disclosures for young children; the harms
that stealth marketing inflicts on children; and possible measures that could be taken to
minimize the harms of stealth advertising on children.



INTEREST OF PETITIONER

TINA.org is a nonpartisan, nonprofit consumer advocacy organization whose mission is to
combat deceptive advertising and consumer fraud; promote understanding of the serious
harms commercial dishonesty inflicts; and work with consumers, businesses, independent
experts, synergy organizations, self-regulatory bodies and government agencies to advance
countermeasures that effectively prevent and stop deception in our economy.

At the center of TINA.org’s efforts is its website, www.tina.org, which aims to reboot the
consumer movement for the 215 century. The site provides information about common
deceptive advertising techniques, consumer protection laws and alerts about specific
deceptive marketing campaigns—such as nationally advertised “Built in the USA” vans
manufactured abroad,® pillows and essential oils falsely marketed as able to treat chronic
diseases,” and a delivery meal kit service that falsely advertises free meals.® The website
functions as a clearinghouse, receiving consumer complaints about suspicious practices,
which TINA.org investigates and, when appropriate, takes up with businesses and
regulatory authorities. The website is also a repository of information relating to consumer
protection lawsuits and regulatory actions.

Through its collaborative approach and attention to emerging issues and complexities,
TINA.org has become a trusted source of expertise on matters relating to consumer fraud,
and has testified before Congress on issues related to consumer protection, deceptive
marketing and economic justice.” TINA.org regularly draws on its expertise to advocate
for consumer interests before the FTC and other governmental bodies and appears as
amicus curiae in cases raising important questions of consumer protection law.!°

Since its inception, TINA.org has filed legal actions against more than 300 companies and
entities, published more than 1,200 ad alerts, written over 900 news articles, and tracked
more than 4,000 federal class actions alleging deceptive marketing. Notably, since 2015,
state and federal agencies have obtained more than $250 million from wrongdoers based
on TINA.org legal actions and evidence, and returned millions in ill-gotten gains to
consumers.

TINA.org has taken an active role in working to hold brands accountable for deceptive
marketing campaigns that target children. The nonprofit has documented and made
publicly available on its website thousands of examples of brands using stealth advertising
tactics on digital platforms to deceive minors.!! TINA.org has also issued two warning
letters to brands and influencers concerning stealth marketing directed at kids on social
media platforms, one of which notified multiple alcohol companies of the deceptive
promotion of alcohol on Snapchat and Instagram by celebrity music producer DJ Khaled,
and the other concerning a multilevel marketing company that targeted teenagers.!? The
nonprofit has filed seven complaints with federal and state regulators regarding more than
75 companies and influencers, providing ample documentation of deceptive and
misleading digital marketing campaigns aimed at children.!3 It has also advocated for the
FTC and state attorneys general to take a more active role in protecting minors from stealth
marketing on tech platforms in multiple forums.'* Most recently, TINA.org filed a



complaint with the FTC against Roblox, documenting numerous examples of undisclosed
advergames, endorsements and sponsored content targeting minors in the company’s
metaverse, and urging the Commission to take appropriate enforcement action to protect
children.!?

In addition to tracking stealth marketing that is used to persuade kids to purchase specific
goods or services, among other things, TINA.org has also focused on documenting
hundreds of atypical earnings claims used by various entities over the years to market
business opportunities to children, including, for example, the aforementioned online
gaming platform Roblox,!¢ alleged pyramid scheme Vemma Nutrition Company and a
multilevel marketing skincare company, Willagirl. In each of these instances, the company
used a multitude of deceptive earnings claims to recruit minors to join a business
opportunity that was most liking a losing proposition.

In short, TINA.org’s data regarding false and deceptive marketing targeting minors leaves
no doubt that stealth marketing directed at children on tech platforms is a widespread
problem that significantly impacts an incredibly vulnerable population of consumers.

All Children Need Protection From Manipulative Marketing in Digital Media

“False, misleading and deceptive advertising claims beamed at children
tend to exploit unfairly a consumer group unqualified by age or experience
to anticipate or appreciate the possibility that representations
may be exaggerated or untrue.”"’

For more than 60 years, the FTC has acknowledged that children are a vulnerable consumer
group in need of unique protections.!® But what has been far less clear is where the dividing
line between child and adult takes place when addressing various types of deceptive
marketing. A child is legally defined as a person younger than the age of majority,'” and
within this broad and overarching definition, different terms are generally employed to
segment specific age ranges including toddler, tween, teenager and minor. How a child is
defined in the context of commercial advertising and marketing laws, policies, guidance
and self-regulatory codes also varies with unique protections afforded to children under the
age of 13, those under 18, minors under the age of 21, and in some cases the age is not
specified. Indeed, the FTC made no attempt to limit or define “kids” or “children” in its
current request for comment.?

TINA.org urges the Commission to adopt a broad and inclusive definition of children that
does not exclude teenagers when addressing issues surrounding stealth advertising in
digital media. While the available scientific and academic literature indicates that as
children age, they are incrementally better able to identify and then appreciate the
persuasive intent of marketing messages, that does not mean that stealth marketing
techniques do not deceive, exploit, manipulate and uniquely harm older children such as
teenagers.?!



Moreover, self-regulatory programs are not a viable alternative to FTC enforcement in
protecting older children from digital deception. For starters, the Children’s Advertising
Review Unit (CARU) only focuses on advertising directed to children under the age of
13,22 and more narrowly tailored self-regulatory codes such as the Code of Responsible
Practices for the Distilled Spirits Council or the Wine Institute Guidance Note on Digital
Marketing Communications have been ineffective, to say the least, at protecting teens and
younger children from stealth alcohol advertising on digital platforms.?

Compounding issues relating to age gap protections for children in self-regulation is the
fact that many social media platforms, at least in writing, preclude children under the age
of 13 from using their services, which provides a convenient excuse for tech platforms as
well as the advertising industry and brands to largely ignore the unique and pervasive forms
of stealth marketing that deceive and harm younger children in these digital spaces.?*

When the Commission last updated its Endorsement Guides,?® social media was in a
relatively nascent stage. Much has changed in the intervening years. The market has been
inundated with new social media platforms, including Snapchat, Instagram, Twitch and
TikTok, to name a few. And many social media platforms have experienced exponential
growth thanks in large part to the adoption of the technology by minors.?® Undisclosed ads
for alcohol, vaping products and so-called detox products, get-rich-quick schemes
involving crypto assets and multilevel marketing companies, and infomercials targeting
toddlers blanket the digital landscape.?” These types of deceptive, misleading and unfair
marketing messages do more than simply affect families’ pocketbooks — they may also
influence children’s behavior and may even encourage kids to engage in risky, unhealthy
and, at times, dangerous behavior.?® As such, all children, including teenagers, need
protection from stealth marketing in digital media.?’

Children’s Capacity to Identify and Understand Advertising

Although children are adept at handling technology, that does not mean they have the
cognitive capability to understand all of the content on digital platforms.’® When it comes
to advertising, it is beyond dispute that children do not interpret and/or understand
marketing material in the same ways that adults do — not all children have the ability to
recognize advertising messages, and even those that do may not be able to critically
evaluate the underlying marketing message. While there seems to be a clear consensus that
children’s abilities to identify and scrutinize advertising develops gradually as they pass
through successive stages of cognitive development, current available research varies with
respect to the specific ages at which such cognitive milestones are achieved, especially
when it comes to nontraditional, stealth marketing.

More focused research on children’s capacity to recognize and understand various forms
of digital marketing and distinguish it from other content would be helpful in guiding
policy decisions and regulations.?! Nevertheless, there is a large repository of research at
this time to guide tech platforms, the advertising industry and regulators, among others, to
establish some bright-line rules with respect to when and how marketing messages should
be conveyed to children. Below is some of the pertinent information relating to the



cognitive capabilities of children to identify and critically understand various forms of
marketing that has been gleaned from the literature.

¢ Children under the age of five are unable to identify advertising, including
television commercials with clear ad breaks, or distinguish them from other forms
of content.>?

» At age five, the distinction between commercials and other content is only possible
when there are perceptual cues (as there are in television programing), such as
verbal separators (“We’ll be right back after this message”) or because commercials
are shorter.>?

» Even at age five — when children begin to be able to at least identify traditional ads
— the selling intent behind the ads is not understood.**

* Children seven years old and younger do not have the ability to detect persuasive
intent in advertising.®

* Children under age eight may believe they are really interacting with branded
characters.*

» At about seven or eight, children begin to understand the persuasive intent of
advertising, and around the age of nine, kids are aware that the purpose of
advertising is to persuade consumers to buy something.?’

* Around the age of eight, “most children understand the persuasive intent of
advertising and can differentiate advertising from other content.” But, “[g]iven the
embedded nature of social media advergames, it remains unknow whether those 8-
year-old children recognize social media advergames as a type of advertising.”®

» “Less than 40 percent each of 8- and 10-year-old children were able to identify the
persuasive goal of advertisements.”’

¢ “[C]hildren demonstrated a significantly more sophisticated understanding of
television advertising compared with all five examples of non-traditional
advertising. Even the 10-year-old children failed to recognize the persuasive intent
of nontraditional techniques in the same way they did with TV advertisements.
Instead many children asserted that the non-traditional techniques were merely
something to enjoy and to be entertained by.”**

¢ Children under twelve are unable to recognize the promotional nature of
advergames.*!

* “People incrementally gain an array of skills and knowledge throughout childhood
and adolescence that increasingly enhances their ability to cope with advertising.
Before fully developing such knowledge (approximately age 13), children are
likely to develop affect-laden knowledge structures for advertised products without
skeptical processing.”*?

*  “During the analytical stage, which corresponds to the ages 7-11, children are seen
as cognizant of the intent of advertising, albeit unaware that the message they
present could be false or biased. The reflective stage corresponds to the ages of 11-
16, during which children show greater appreciation for the intent of advertising
and the accompanying use of exaggeration or false claims to persuade
consumers.”*

« “Even if they recognize advertising, however, children’s understanding of
persuasive intentions may not be fully developed until their teenage years.”**



¢ “Most children approach adultlike levels of skepticism and knowledge of
advertising tactics in adolescence, in approximately eighth grade or at about age
13.7%

*  Children under thirteen do not fully understand how to interpret marketing material
as they do not yet have the ability to understand that ads tend to exaggerate and
therefore take them at face value.*®

* The commercial content is so covert in advergames that even after adults enter
sponsored worlds they can have trouble accurately identifying them as
advergames.*’

The scientific data referenced above makes clear that marketers should be held to a
different standard when it comes to advertising directed at children, especially as it pertains
to non-traditional advertising formats on the internet. The Agency should publicly
recognize and acknowledge that children in certain age ranges can neither recognize nor
understand various forms of advertising content.

Disclosures Do Not Work for Young Children on Digital Platforms

“If it is unfair and deceptive to seek to bypass the defenses that
adults are presumed to have when they are aware that advertising
is addressed to them, then it must likewise be considered unfair and deceptive
to advertise to children in whom these defenses do not yet exist.”’**

Under what circumstances is it legally permissible for a company or individual to deceive
consumers for monetary gain? Should scammers who spend weeks talking to the elderly
get a free pass for stealing assets because they made a senior feel less lonely? Are snake
oil salespeople absolved of their actions if they give hope to cancer patients with sham
products? Would it be permissible to ignore dating app scams if the victims had fun while
interacting online with the fraudsters? As ridiculous as these hypotheticals may sound, this
is the issue that we are now grappling with — when is it permissible to advertise to a
cognitively defenseless child for monetary gain? This should not be a hard question to
answer — in TINA.org’s opinion the answer is: never.

The FTC currently states in its .com Disclosures publication that disclosures must be
“understandable to the intended audience.”*’ However, there are certain audiences for
whom disclosures simply do not work.

To illustrate this point, TINA.org draws the Commission’s attention to its 2019 complaint
regarding Ryan ToysReview, one of the most viewed YouTube channels of all time.>°
TINA.org’s investigation revealed that the YouTube channel, which is now called Ryan’s
World and has more than 32 million subscribers, thousands of posted videos and more than
30 billion views,*! deceptively promoted a multitude of products to millions of preschool-
aged children by misleadingly blurring the distinction between advertising and organic
content for its intended audience: preschoolers under the age of five.



As examined above, children under the age of five are a particularly susceptible consumer
group requiring special protections because they are unable to identify marketing content
or distinguish it from other forms of content.>? At age five, the distinction between
commercials and other content is only possible when there are perceptual cues, such as
verbal separators (“We’ll be right back after this message”) or because commercials are
shorter and independent of the other content.”® Further, even at age five — when children
begin to be able to at least identify traditional ads — the selling intent behind the ads is not
understood.>* The perceptual cues present in television programming that allow five-year-
olds to identify ads are completely lacking on digital platforms such as YouTube, where
videos natively embed sponsored content within the program, as does Ryan ToysReview.>?
Thus, it is not surprising that preschoolers do not realize that they are being marketed to in
these online settings.>

Because [an] audience of ages five and under lacks the capacity to distinguish
advertising from content in traditional television programming, it is inconceivable
that they would be able to distinguish between sponsored and unsponsored videos
on [YouTubeKids]. Even if sponsored videos in [ YouTubeKids] were identified as
advertising, its audience is too young to comprehend what that means.>’

In other words, when a post, video or virtual world directed to children five and under
mixes advertising with program content, the preschool audience is unable to understand or
even identify the difference between marketing material and organic content, even when
there is a verbal indicator that attempts to identify the marketing content.>®

Thus, the typical remedy for such blending of advertising and organic content — e.g.,
disclosures of material connections between the endorser and the seller of the advertised
product — does not work in such circumstances as the intended audience is unable to
understand them. In fact, it is for precisely this reason that the Federal Communications
Commission has a longstanding policy that prohibits product placements in television
programs produced and broadcast to children 12 years old and under.>

There is simply no support for the proposition that preschool content on digital platforms,
such as Ryan ToysReview, can present its target audience with native advertising videos
and expect that any disclosure will clearly and conspicuously inform this young and
vulnerable cohort that they are being lobbed a sales pitch.

The Harms of Stealth Marketing on Children

"In the absence of factors that would distort the decision to advertise,
we may assume that the willingness of a business to promote its
products reflects a belief that consumers are interested in the advertising."’
Companies and brands would not be targeting children with stealth marketing in digital
media if it were not economically advantageous for them to do so. According to the FTC’s
Policy Statement on Deception, “injury and materiality are different names for the same
concept.”®! That is to say, a finding of materiality is also a finding of injury (or harm). The



Policy statement goes on to state that “[i]njury exists if consumers would have chosen
differently but for the deception. If different choices are likely, the claim is material, and
injury is likely as well.”®? Kids are inundated with stealth marketing on digital platforms
in order to influence what they want and what they buy, and that impact alone is enough to
establish a cognizable claim under Section 5 of the FTC Act.

Unfortunately, in addition to impacting purchasing decisions, there are other wide-ranging
and serious harms resulting from stealth marketing directed at children. Such harms
include, but are not limited to:

* Honest brands and competitors being economically injured by, among other things,
the loss of sales;®

» Significant financial losses (either by influencing their parents’/guardians’
purchasing decisions or spending their own resources directly);®*

+ Family conflicts and tension, particularly between children and their
parents/guardians;®

» Low self-esteem and negative body image, particularly among teenage girls;®¢

 Inducing adolescents to use dangerous products;®’

 Heightened sense of materialism;®

* Increase in risky and harmful behaviors, including, among other things, underage
drinking, vaping and unsafe dieting;®’

 Devastating life decisions, such as teenagers dropping out of college” or canceling
plans to attend university’! due to promises of riches that never materialize;

» Poor food choices, an increase in diet-related diseases (including obesity, diabetes
and heart disease) and diet-related health disparities affecting communities of
color;’? and

 The loss of privacy as a result of commercial surveillance and data extraction.”

More needs to be done and appropriate measures taken to protect America’s kids —
including children of all ages, races, genders and ethnicities — from the harms inflicted from
stealth marketing practices in the digital landscape.”

Possible Steps to Minimize the Harms of Stealth Advertising

It is axiomatic that parents and guardians are primarily responsible for the upbringing and
development of their children. Nevertheless, they should not be expected to go it alone
when it comes to countering stealth marketing that targets minors in the digital space.”
Brands, tech platforms, educators, the advertising industry, self-regulatory councils, and
state and federal agencies all have a role to play to ensure that children are not deceived by
the marketing messages they continually encounter on digital platforms.

And while there are many complex issues involved in preventing the deceptive marketing
that is directed toward children in digital media, there are steps that can be taken to
minimize the exposure and harms associated with stealth marketing, including, but not
limited to:



Age Gating/Age Verification: The profound change that has taken place in how
children socialize and consume content on the internet has been transformative. But
the technological advances have come at a price and disproportionately impact
vulnerable populations, such as children. At the same time, technology has a
possible role to play in being part of the solution. Age gating and/or age verification
could be used on social media platforms and closed metaverses to prevent minors
from viewing inappropriate and deceptive content such as stealth marketing.
Moreover, platforms could require the utilization of temporal markers that help
distinguish organic content from marketing material for content directed at
children, as well as limiting ad targeting options for children.

Education: It is imperative that children be educated to identify marketing in all its
various forms, and understand and develop the skills necessary to comprehend
advertising bias, including the persuasive intent of advertising messages in digital
marketing. To that end, parents, the educational system, the advertising industry
and governmental agencies all have a role to play in ensuring that children become
media literate. Such media literacy education, of course, must align with the
cognitive development and skills of the child.

Platform & Company Standards: Most tech platforms and many companies have
acknowledged in their corporate policies and terms and conditions (and committed
to) higher standards of care when it comes to advertising targeting minors.”® The
problem is that these companies fail to abide by their own self-imposed rules.”’
Companies and tech platforms should be required to adhere to the standards and
policies they have put in place to protect children.

Corporate Citizenship: Social media companies’ and tech platforms’ business
models and their profits are primarily derived from advertising. As such, they have
a financial incentive to keep as many minors as possible engaged on their platforms.
These companies need to acknowledge that they play a unique role in how children
are consuming marketing, and that the decisions they make have a direct impact on
the health and welfare of this vulnerable population.’® Social media and tech
companies decide what is and what is not allowed on their platforms and how that
content is presented, both explicitly through content moderation and implicitly
through content dissemination via algorithms. With this power comes the need for
accountability. These corporations need to implement safeguards to better protect
children from inappropriate and deceptive content such as stealth marketing. For
example, these companies could establish filters that enable parents, at their
discretion, to block certain kinds of marketing content from their children, or they
could help create middleware, third-party content moderation systems, that could
filter out marketing content when appropriate.

Self-regulatory Enforcement: With a broad mandate to “monitor[] child-directed
media to ensure that advertising is truthful, accurate, appropriate, and compliant
with its self-regulatory guidelines, and that online marketing is compliant with both
[its] guidelines and the Children’s Online Privacy Protection (‘COPPA”),” CARU



is an independent self-regulatory entity administered by the Council of Better
Business Bureaus. ” Limited in scope and resources, CARU only examines
marketing and advertising directed at children 12 and under with a goal to “protect
children under age 13 from deceptive or inappropriate advertising . . . .” While its
advertising guidelines, appropriately so, touch on ethical issues that are beyond the
scope of the law, CARU’s guidance fails to tackle the issues of marketing to young
children that do not yet have the cognitive ability to identify advertising and/or
comprehend its marketing bias. This is an area that CARU should address head on.

* Legal Enforcement: While industry standards and self-regulatory codes may
support and enhance compliance with the law, government agencies have a vital
role to play in ensuring that vulnerable populations, such as children, are protected
from deception as more and more ad revenue flows to digital platforms. Social
media and tech platforms as well as the companies and brands that market on these
platforms must be subject to a level of regulation that ensures children are not
deceived and manipulated. To that end, TINA.org urges the FTC to, among other
things, use its Penalty Offense Authority to hold brands, influencers and marketers
accountable for deceptive and misleading endorsement marketing. 8 If the
Commission takes decisive action against brands and endorsers that target children
with deceptive influencer marketing, the advertising industry will have no option
but to take notice and reevaluate some of the ways they market to minors in the
digital space.®!

CONCLUSION

The nature, diversity and volume of marketing directed at children has changed
significantly since the FTC last updated its Endorsement Guidelines in 2009. Clearly, there
are a host of new challenges concerning how best to protect children from the barrage of
stealth advertising directed at them through increasingly sophisticated digital platforms.
But the enormity of the problem should not dissuade the Commission from working to
establish more robust and effective safeguards to protect children. More than 70 million
kids are counting on it.

Very truly yours,

Bonnie Patten

Laura Smith

Truth in Advertising, Inc.
P.O. Box 927

Madison, CT 06443
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Not only are kids watching their videos on YouTube, it is clear that they are a big
part of the YouTube audience. They are spending a lot of time watching a significant
amount of content, averaging nearly an hour and a half each day. Kids-themed channels
and videos are amongst the most popular on the platform. According to Pew, videos
directly aimed at a young audience that featured a child under the age of 13 have more
views than any other content on the platform. Indeed, Google plays a significant role in
shaping kids’ YouTube content experience. A recent study on how kids find content on
YouTube found 60% of kids report using the search bar, 43% use YouTube’s “suggested
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There is growing concern about how all of this is affecting children. Google’s
behavioral advertising business model, and the technology that supports it, seems to fuel
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medical experts are concerned about the prevalence of fear-inducing videos that influence
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Adopt Me!,” and Road to UEFA Women’s EURO, a game intended to “inspire children between
eight and 11 to become more active, play and engage in soccer,” among other child-friendly
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