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Attorney for Plaintiff
(additional counsel listed at signature block)

UNITED STATES DISTRICT COURT

DISTRICT OF ARIZONA
Brittany Lamb, individually and on behalf
of all other similarly situated persons, No.
Plaintiff, CLASS ACTION COMPLAINT
V. JURY TRIAL DEMANDED

JPMorgan Chase Bank, N.A., and Early
Warning Services, LLC d/b/a
Zellepay.com,

Defendants.

Plaintiff Brittany Lamb (“Plaintiff”) brings this Complaint, by and through her
attorneys and on behalf of all others similarly situated, against Defendants JPMorgan Chase
Bank, N.A., (“Chase”) and Early Warning Services, LLC d/b/a Zellepay.com (“Zelle”)
(collectively, “Defendants”) and alleges as follows:

L. INTRODUCTION

1. Plaintiff is a victim of a scam by an unknown party targeting Chase

customers in connection with the Chase/Zelle mobile app, resulting in $4,000 being debited

from Plaintiff’s bank accounts without Plaintiff’s authorization.
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2. This type of Zelle scam is well-known to Defendants. Indeed, Chase is a part
owner of Zelle. However, because it would be costly to them, Defendants have not taken
appropriate steps to protect consumers, including Plaintiff, from such scams, which often
result in losses of thousands of dollars to individual consumers and Chase customers.

3. In enacting the Electronic Fund Transfer Act (“EFTA”), Congress found that
the use of electronic systems to transfer funds provides the potential for substantial benefits
to consumers. 15 U.S.C. § 1693(a). Congress’ purpose in enacting EFTA was to “provide a
basic framework establishing the rights, liabilities, and responsibilities of participants in
electronic fund and remittance transfer systems. The primary objective of [EFTA] is the
provision of individual consumer rights.” Id. § 1693(b).

4. Plaintiff files this lawsuit on behalf of herself and other similarly situated
consumers to vindicate their rights, and because they should not be responsible for
shouldering the burden for the unauthorized transactions Defendants are obligated to prevent
and remedy.

II. PARTIES!

5. Plaintiff Brittany Lamb is a natural person, a citizen of Arizona, and a

resident of Tempe, Arizona. She maintains a personal Chase bank account and accesses

her account through the Chase mobile banking app.

! Unless otherwise indicated, the use of Defendants’ names in this Complaint includes all
agents, employees, officers, members, directors, heirs, successors, assigns, principals,
trustees, sureties, subrogees, representatives, and insurers of Defendants, respectively.
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6. Defendant JPMorgan Chase Bank, N.A., is an American national bank
headquartered in New York, New York that provides consumer and commercial banking
services through banking stores, the internet, and other distribution channels to consumers,
businesses, and other institutions in all 50 states and in foreign countries.

7. Defendant Early Warning Services, LLC d/b/a Zellepay.com (“Zelle”) is a
limited liability company established under the laws of Delaware with its principal place
of business in the State of Arizona.

8. Zelle is a money payment platform (“MPP”) that facilitates peer-to-peer
(“P2P”) instant payment services. Zelle is owned by seven large banks in the United States,
including Chase.

9. Upon information and belief, Zelle makes money by facilitating payments
with participating banks, including Chase.

III. JURISDICTION AND VENUE

10.  This Court has subject matter jurisdiction over this action pursuant to
28 U.S.C. § 1331 because this case arises out of violations of federal law under the EFTA,
15 U.S.C. §§ 1693. Jurisdiction of this Court arises pursuant to 28 U.S.C. §§ 1331 and
1367 for supplemental jurisdiction over the statutory and common law claims arising from
the same or substantially similar transactions that form the basis of the EFTA claim.

11.  The Court also has subject matter jurisdiction pursuant to the Class Action
Fairness Act, 28 U.S.C. §§ 1332(d), 1453, & 1711-15, because: (i) this is a class action
and the matter in controversy exceeds the sum of $5,000,00, id. § 1332(d)(2); (ii) Plaintiff

is a citizen of one state and one of the Defendants is a citizen of another state, id.
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§ 1332(d)(2)(C); (iii) Defendants are not government entities against whom the District
Court may be foreclosed from ordering relief, id. § 1332(d)(5)(A); and (iv) there are more
than one hundred people in the putative class, id. § 1332(d)(5)(B).

12.  This Court has personal jurisdiction over the Defendants because they do
business in this District and intentionally availed themselves of the privilege of doing
business within this District, and in doing so injured Plaintiff, a resident of this District, so
as to render the exercise of jurisdiction by this Court just and proper.

13.  Venue is proper in this district pursuant to 28 U.S.C. § 1391(b) because a
substantial part of the events giving rise to Plaintiff’s causes of action occurred in this
judicial district.

IV. BACKGROUND ALLEGATIONS ON ZELLE SCAMS

14.  Created and owned by America’s largest banks? to enable digital money
transfers, Zelle comes embedded in banking apps and is now America’s most widely used
money transfer service, outpacing its closest rival (Venmo) with $260 billion in transfers
in 2021.3

15.  Zelle serves to save the participating banks money by minimizing the fees

the banks are charged for competitor P2P payment transactions.

2 Bank of America, Capital One, JPMorgan Chase, PNC Bank, Trust, U.S. Bank, BB&T
(Truist), and Wells Fargo.

3 Stacey Cowley and Lananh Nguyen, “Fraud is Flourishing on Zelle. The Banks Say It’s
Not Their Problem.” N.Y. Times (March 6, 2022) https://www.nytimes.com/2022/03/06/
business/payments-fraud-zelle-banks.html.
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16.  In 2020, an estimated 18 million Americans were defrauded through P2P
payment apps, including Zelle.*

17.  Itis free to sign up with Zelle, and Zelle is integrated into Chase’s websites
and mobile app.

18.  Zelle users can send money to other registered Zelle users. They can also
attempt to send money to unregistered recipients, in which case the intended recipient will
receive an invitation to sign up for the service in order to complete the transaction. Users
access the Zelle network within bank websites, through the Chase/Zelle mobile app, or
through apps of other Zelle-participating U.S. financial institutions.’

19.  Zelle advertises its money transfer services to consumers by claiming that it
is “[a] fast, safe and easy way to send and receive money.” It also urges consumers to use
Zelle “to send money to friends and family, even if they bank somewhere different than
you do.”¢

20.  Chase similarly advertises its mobile banking app services by featuring their
convenience and security measures, and urges consumers to “tap into convenience and

security on the go”” and claims the mobile app allows consumers to “safeguard your

money” with Chase’s “secure technology” including touch ID, face ID, and also fingerprint

‘Id.
> Zelle encourages consumers to “pay it safe” by “look[ing] for Zelle in your banking
app[.]” “How to Pay it Safe with Zelle,” https://www.zellepay.com/financial-
education/pay-it-safe (last accessed July 5, 2022).
“Safely send money to friends and family, no matter where they bank.”
https://www.zellepay.com/how-it-works (last accessed July 5, 2022).
7 “Do more with the Chase Mobile app.” https://www.chase.com/digital/mobile-banking
(last accessed July 5, 2022).

6
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logins “for quick and secure account access.” Chase also promotes Zelle to its customers,
urging them to send money from within the Chase mobile app: “Send and receive money
in moments. And access it instantly—no fee—with Zelle.”

21.  Chase also pays to advertise and promote Zelle on Twitter, and tells

customers they should not “worry,” because the money is in the Chase Mobile app.

Chass

Money sent to you with Zelle goes directly into your
checking account. Get money, have money. Don't
worry, it's already in your Chase Maobile app.

22.  The immediacy of Zelle’s service has made it a favorite among consumers,
but that immediacy has also made it a favorite among criminals, who can access bank
accounts directly, which they cannot do with similar P2P platforms. Once scammers can
scare or trick their victims into sending money via Zelle, “they can siphon away thousands
of dollars in seconds.”!?

23.  Defendants’ marketing advertisements do not warn potential users of the
risks of being scammed by persons impersonating their banks. Consumers are not aware
that transactions with the Chase/Zelle app differ from other similar platforms.

24.  In one instance involving a consumer who called their bank to report losing

$500.00 because of a Zelle scam, the customer service representative indicated that “‘[a]

81d.

o Id.

10 Stacey Cowley and Lananh Nguyen, “Fraud is Flourishing on Zelle. The Banks Say It’s
Not Their Problem.” N.Y. Times (March 6, 2022) https://www.nytimes.com/2022/03/06/
business/payments-fraud-zelle-banks.html.
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lot of people are getting scammed on Zelle this way’” and that “[g]etting ripped off for
$500 was ‘actually really good,’ . . . because ‘many people were getting hit for thousands
of dollars.””!!

25.  Zelle, and the banks that own Zelle, are aware of the widespread fraud
through Zelle but are doing virtually nothing to stop it or to educate consumers about the
risks of using Zelle, and doing little to nothing to help consumers get their money back.!?

26.  On information and belief, Chase uses Zelle, which it owns, to insulate itself
from financial liability for unauthorized transactions.

27.  Recent Consumer Financial Protection Bureau guidance on unauthorized
Electronic Funds Transfers (“EFTs”) indicates that P2P payments, such as transactions
made with Zelle, are EFTs. As such, financial institutions implementing P2P payments
have “error resolution obligations” to consumers to protect them from situations where
they are fraudulently induced and requested by a third party to provide their account
information, resulting in authorized debits from their accounts.!?

28.  Additionally, the Federal Deposit Insurance Corporation (“FDIC”) issued a

report in March 2022 finding that Regulation E’s “liability protections for unauthorized

1 d.

21d.

13 “Electronic Fund Transfers FAQs,” Consumer Financial Protection Bureau,
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-
resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#financial-
institutions-2 (last updated December 13, 2021).
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transfers apply even if a consumer is deceived into giving someone their authorization
credentials.”!*

29.  The FDIC further stated that “[cJonsumer account disclosures cannot limit
protections provided for in the regulation.”!> The FDIC stated that both the banks and
MPPs are considered ‘“financial institutions” under Regulation E, and as such have
investigative and error resolution obligations under Regulation E.'°

30. Even so, Defendants have failed to conduct proper investigations of
Plaintiff’s and Class Members’ fraud and error reporting, and have neither reversed nor
refunded Plaintiff’s funds that were taken through the disputed and unauthorized
transactions, though obligated to do so pursuant to Regulation E.

31.  Oninformation and belief, Defendants do not reimburse consumers for losses
incurred as a result of unauthorized EFTs due to fraud, even where the losses are timely
reported by consumers.

V.  PLAINTIFF’S FACTUAL ALLEGATIONS
32.  Plaintiff is a victim of a sophisticated scam in which scammers mimicked

Chase’s identity, as well as the means of communication typically used by Chase to

communicate with customers in the event of actual fraud.

4 “Consumer Compliance Supervisory Highlights Federal Deposit Insurance

Corporation,” (March 2022), https://www.fdic.gov/regulations/examinations/consumer-
compliance-supervisory-highlights/documents/ccs-highlights-march2022.pdf.

5 1d.

16 Id.
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33.  Plaintiff’s cellular telephone number and her use of Chase and Zelle are
nonpublic personal information.

34.  On or about April 23, 2022, Plaintiff received a text from a number
purporting to be Chase, asking whether Plaintiff had authorized a $2,000 Zelle payment

from her account.

Chase Bank: Did you
attempt a $2000.00 Zelle
payment on 04/237 Reply
YES or NO. Reply HELP for
help, STOP to end msgs.
Msg&Data rates may apply.

FreeMsg: Thank you for
verifying this transaction. If
more information Is needed
our special team agent will
contact you. Reply STOP to
stop msgs.

35.  Plaintiff texted back “no,” and within seconds, received an incoming call
from what appeared to be Chase’s customer service line at (800) 935-9935. The caller
stated that they were from Chase and instructed Plaintiff to “Zelle” the $2,000 back to
herself, using her own name and phone number.

36.  Plaintiff was instructed to use the Zelle app and put “JP Morgan Chase Fraud
Dispute” in the payment memo of the $2,000 to be sent back to herself.

37. The caller suggested that Plaintiff change her login credentials, further
providing a sense of legitimacy and assurance that Plaintiff was speaking to a Chase
representative.

38.  Plaintiff was told by the caller purporting to be a Chase representative that if

the funds did not return to her account, a “hard reset” of her Chase account would be







